WARNING TO DIVERSITY VISA LOTTERY APPLICANTS
ON FRAUDULENT OFFERS

February 15, 2011

The Embassy of the United States of America in Slovenia wishes to advise the public of a recent

increase in fraudulent emails sent to Slovene citizens soliciting payment for immigration visa issuance.

These emails and related websites pose as official U.S. Government agencies and may fraudulently
request money to "complete" lottery entry forms or for other services. There is no charge to
complete and apply via the official Electronic Diversity Visa Entry Form so applicants DO NOT need to
pay for this opportunity (http://travel.state.gov/visa/immigrants/types/types_1318.html).

The Department of State notifies successful Diversity Visa applicants by letter, and NOT by e-mail.

Other non-official websites (e.g., using the suffixes ".com," ".org" or ".net") provide legitimate
immigration and visa related information and services. These services are NOT necessary to
participate in the Diversity Visa Lottery and if payment is made to such a company, the money is not
received by the U.S. Government and does not apply towards a visa fee. The Department of State
does not endorse, recommend or sponsor any information or material shown at these other websites.
The information provided may not be correct or up-to-date so should always be verified
independently.

Beware of websites that use images to appear as official U.S. Government websites or websites that
require you to pay for services such as forms and information about immigration procedures, which
are otherwise free on the Department of State websites or overseas through the American Embassy
websites, and of emails that lure you to take advantage of false offers for U.S. visas. Additionally, be
wary of sending any personal information, since these sites may even be used to gather personal

information that could result in identity fraud or theft.

The Department of State will not e-mail notifications to Diversity Visa entrants informing them of their
winning entry but will send written notification from the Kentucky Consular Center. No other
organization or private company is authorized by the Department of State to notify Diversity Visa

lottery applicants of their winning entry.

If you require additional information visit the US Embassy Ljubljana website at

http://slovenia.usembassy.gov


http://travel.state.gov/visa/immigrants/types/types_1318.html
http://slovenia.usembassy.gov/

Opozorilo o laznih sporocilih povezanih z DV loterijo za priseljevanje

Veleposlanistvo ZdruZenih drzav Amerike v Sloveniji Zeli obvestiti javnost o vse vecjem Stevilu sleparskih e-
sporodil, ki jih prejemajo slovenski drzavljani in ki skuSajo dobiti placilo za izdajo imigrantskih vizumov.

Taksna e-sporocila in spletne strani se izdajajo za urade ameriske vlade in zahtevajo placilo za ‘izpolnjevanje’
obrazcev in za druge usluge. Pristojbine za izpolnitev in oddajo vloge s pomocjo elektronskega obrazca niin
zato za prijavo NI POTREBNO placati ( http://travel.state.gov/visafimmigrants/types/types 1318.html ).

Ministrstvo za zunanje zadeve ZdruZenih drzav Amerike izbrane kandidate obvesti z dopisom in ne preko
elektronske poste.

Druge neuradne spletne strani, ki imajo pripono ".com," ".org" ali ".net" lahko zagotavljajo storitve in dajejo
to¢ne informacije o imigraciji in vizumih. Te storitve v DV loteriji niso potrebne in e je bilo placilo takSnemu
podjetju izvrSeno, ta denar ameriSka vlada ni prejela in se ne nanasa na pristojbino za izdajo vizuma.

Ministrstvo za zunanje zadeve Zdruzenih drzav ne odobrava, ne priporoc¢a in ne podpira informacij ali
materiale, ki se nahajajo na taksnih spletnih straneh. Informacije na teh spletnih straneh morda niso to¢ne ali
azurne in jih je zato potrebno vedno posebej preveriti.

Bodite pozorni na spletne strani s slikami, ki so videti kot uradne spletne strani ameriske vlade ali na spletne
strani, ki od vas zahtevajo placilo za obrazce ali informacije o postopkih imigracije, ki so sicer brezpla¢ne na
spletni strani Ministrstva za zunanje zadeve Zdruzenih drzav Amerike ali na spletnih straneh ameriskega
veleposlanistva v tujini, kakor tudi na e-sporocila, ki vas napeljujejo na to, da bi sprejeli laznive ponudbe v zvezi
z ameriskimi vizumi. Bodite Se posebej previdni pri posiljanju osebnih podatkov, ker se lahko taksne spletne
strani uporabljajo za zbiranje osebnih podatkov, kar lahko vodi do prevar ali kraje identitete.

Ministrstvo za zunanje zadeve izZrebane posameznike na DV loteriji nikoli ne obvesca preko elektronske poste,
ampak posameznik prejme pismeno obvestilo od konzularnega centra v zvezni drzavi Kentucky. Nobena druga
organizacija ali zasebno podjetje nima dovoljena za obvescanje v procesu DV loterije.

Za dodatne informacije obis¢ite spletno stran ameriSkega veleposlaniStva v Ljubljani:
http://ljubljana.usembassy.gov .


http://travel.state.gov/visa/immigrants/types/types_1318.html
http://ljubljana.usembassy.gov/

