CONTINUATION TO SF-1449

CONTRACT NUMBER ………………
SCHEDULE OF SUPPLIES/SERVICES, BLOCK 20
DESCRIPTION/SPECIFICATIONS WORK STATEMENT


I.    Scope of work

The purpose of this firm fixed price contract is to obtain network circuit paths and requisite bandwidth for the CDC South Africa listed below:




· CDC South Africa Internet
Address: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
The required circuit size is 6MB for Pretoria with an option to upgrade.

· CDC South Africa 60 channel SIP   (Telephony)
Address: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
The required circuit size is 4MB for Pretoria with an option to upgrade.


· CDC South Africa P2P (Point to Point) connection to USAID
From: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
To: 100 Totius Street, Groenkloof, Pretoria, South Africa
The required circuit size is 4MB for Pretoria with an option to upgrade.


· CDC South Africa P2P ( Point to Point) connection to US Embassy
From: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
To: 877 Pretorius Street, Pretoria
The required circuit size is 2MB for Pretoria with an option to upgrade.


· CDC South Africa Internet connection ( CDC Test Line)
Address: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
The required circuit size is 2MB for Pretoria with an option to upgrade.

· CDC South Africa video connection
Address: 1140 Prospect Street, Hatfield, Pretoria (012) 424 9000
The required circuit size is 2MB for Pretoria with an option to upgrade.





A. General:


CDC South Africa is located in Pretoria, South Africa. This office has a large Local Area Network which is connected to CDC Atlanta’s Wide area network.   This private network provides access to CDC Atlanta sites and data.  Many of these are Web based programs which require large bandwidth and streamlined throughput. The ability to access, download, and upload data is paramount.


CDC is continuously in the process of updating its technology, and infrastructure needs to best support this network. We would like to emphasize the need for fiber connectivity at all locations to support both voice and data applications. The objective of this is to provide reliable, redundant network paths for our Virtual Private Network (VPN).


All circuits shall be completely transparent to the data rates listed above, with no bits added to or deleted from the bit stream provided to the interface of CDC equipment.  The Contractor must provide the above committed information rate (CIR) dedicated (not shared) Internet Bandwidth, 24/7, "always-on" with unlimited usage.


CDC may increase or decrease the circuit bandwidth requirement within 30 days via modification to the Contract issued by the Contracting Officer.  The desired bandwidth requirements for each circuit are as listed above.  The availability of this circuit shall not be less than 99.5 percent per month over the period of the contract.

B.  This digital service shall be via whatever facilities are available to the contractor. The service shall be for the exclusive use to CDC South Africa, 24-hours per day, 7 days per week, and 52 weeks per year.


C.   The Contractor shall coordinate the service and shall be responsible for the technical sufficiency of the circuit, including services necessary to establish, operate, and restore the circuit. The Contractor shall provide all equipment, materials, and supplies required to provide the service.

D.  The Contractor shall provide sufficient technical support to ensure uninterrupted end-to-end service between such terminal points as are covered in this contract.


E.   The Contractor shall provide, properly adjust, and maintain the circuit for continuous CDC South Africa use. The Contractor shall ensure that the circuit complies with service changes, additions, or deletions as required under this contract.

F.   The Contractor shall provide the key individuals to complete the work according to the guidelines specified below. The mission is relying on the experience, skill and expertise of these individuals to install fiber links in the most operational, cost effective and timely manner. The Contractor shall ensure that qualified IT Help Desk/Engineers shall be available for consultations at all times.

G.  The circuit shall be completely transparent with no bits added to or deleted from the bit stream provided to the interface of the CDC South Africa equipment

H. The contractor shall use the following technical specifications:


1. The Contractor shall provide circuit connectivity to all the main distribution frames in the demarche location of all locations.  The Contractor shall also provide all of the necessary equipment and installers from the demarcation point. In order to achieve high quality performance, the below shall be met by the contractor:

a. Latency <=200ms, Packet Loss <=.5% and availability of 99.5%.
/28 subnet static Public IP addresses for VPN equipment, network mask, and default gateway IP address.
b. ISP interface connectors: RJ-45 with 10/100BaseT interfaces preferred or as agreed upon by the mission 1M Representatives and
Contractor.
c. ISP availability: "Always on"
d. ISP connection must NOT repeat NOT use Network Address
Translation (NAT).
e. ISP must permit all IP protocols (including but not limited to UDP,
f.  Unfiltered access to the Internet is required without ISP firewall blocking.
g. ISP must permit installation of Customer VPN encryption devices on circuit.
h. ISP must permit ping and trace route traffic (RJ45 10/1OOBaseT router interface or other agreed upon interfaces which terminate Customer VPN encryption devices).


2. Contractor Approach shall be to network paths to the demarcation points of the CDC South Africa.
a. Single mode, direct burial, 50 micron fiber is required.
b. All links shall be terminated in locations specified by the CDC South Africa and tested.
c. Where Contractor routers are provided the Contractor is responsible for replacement and normal upgrade of these.
d. Contractor is responsible for all surface mounted raceway, surface mounted boxes and any restoration work that is required due to installation to the demarcation points. CDC  shall be responsible for connecting the path from the demarcation point to subsequent points on their networks.
e. Contractor is responsible for all building penetrations, fire stop, conduit, road crossings, trenching for parking lot, sidewalks and restoration outside the CDC grounds.
f. All ports at the Contractor location shall be electronically documented and labeled.
g. The Contractor shall allow CDC South Africa IT technicians to
Inspect labeling at all network locations


I.	Acceptable Level of Performance.   The Standard of Performance (SP) for this contract is 99.5 percent availability per month (100 percent less 0.5 percent each month for corrective and preventive maintenance). The contract will include a base year with two optional years.  

J.	Inspection and Acceptance.   Unless specified in the Contract, the CDC shall require a period not to exceed 48 hours in order to perform testing to determine acceptance of the circuits. The circuit must meet service performance and availability as defined in section H above.


1. 	Compile and analyze usability testing results to develop a written report of findings, including screenshots, problems, and proposals to resolve problems and recommendations for improvements.
2. 	Give a semi-annual onsite presentation of findings to the CDC South
Africa Contracting Officer's Representative.



K.  Term of Contract: The required circuit shall be installed and delivered to the Destination Point on or before the Notice to Proceed.   Upon successful installation and acceptance by CDC South Africa of the required circuit under Section C, the contractor shall be provided, in writing, notice to proceed and shall provide contractual services for a  twelve (12)  month period, commencing on May  1, 2014.


L.	The Contractor agrees that the work and services set forth in this contract shall be performed during the period commencing the effective date of this contract and shall continue through the end of the twelve month period of service, excluding the exercise of any option.

M.  Option years, if exercised, as reflected in Section I, shall be for Twelve (12) months  each, commencing at  the expiration of  the  previous period of performance.



N. AUTOMATIC FAILOVER REDUNDANCY. The Contractor must be able to provide automatic failover at their facility to minimize disruptions to service ordered. Alternate route must be established within five minutes, be automatic, and notification of the Reason for Outage (RFO) must be
Received within 24 hours. Alternative route for redundancy needs to go to a separate POP address.

0. An Invoice, suitable for payment, shall contain the proper Embassy provided contract number, but not be limited to, the following information:

1	Name of Contractor;
2	Date of Invoice;
3 	Invoice Number (Consecutive numbers per contract or order marked "Original"
4 	Contract number;
6 	Contract Line Item Number (CLIN) of item or service provided;
7 	Description of the item, or service actually provided;
8	Period of performance of service or date item is provided;
9 	Block/Space reserved for COR acceptance signature and date;
10	Signature, Name and Phone number of Company representative
authorized to sign invoices;
11 	Remit to address
12 	Name, phone number and Mailing address to whom any disputed invoices
Should be addressed;
13	Credits with explanation and period covered.


Failure to submit Invoices which do not identify this information shall be returned without payment to the Contractor for correction.

P. 	The circuit described above is exempt, under Article 34 of the Vienna Convention on Diplomatic Relations, from the Special Access Surcharges or foreign taxes, including Value Added Taxes

Q. CDC -Furnished Equipment (EFE). None provided


R.  Release of Information


1. 	The   Contractor's   organization   shall   clear   with   the   Embassy Information Management Officer listed below any public release of information on this contract.  This information includes news stories, articles, sales literature, advertisements, radio-TV spots, etc.
2. 	The request for public release of information should be addressed to: Contracting Officer Representative
C/o GSO Procurement
US Embassy
877 Pretorius Street
Arcadia
0001





3. 		Limited Use of Data and Information.   Performance of this contract may require the contractor to access and use data and information proprietary to CDC South Africa or agency personnel, or which is of such a nature that its dissemination or use, other than in performance of this contract would be adverse to the interests of CDC South Africa or others.  The Contractor and Contractor personnel shall not divulge or release data or information developed or obtained in performance of this contract, until made public by the Embassy, except to authorize Embassy personnel or upon written approval   of the Contracting Officer. 	The  Contractor  shall  not  use,  disclose,  or   reproduce proprietary  data  which  bears  a  restrictive  legend,  other  than  as required  in the performance of this contract.    Nothing herein shall preclude the use of any data independently acquired by the Contractor without such limitations or prohibit an agreement at no costs to CDC South Africa between the Contractor and the data owner provides for greater rights to the Contractor.


S.  Circuit Downtime and Credits


The Contractor must provide a 24/7 technical support. Credits shall be assessed against the Contractor in those instances where the circuit during any given month or year that fail to achieve and sustain the minimum acceptance standards stated above.



1. Definitions:


Circuit Availability Acceptance Level:   Yearly Circuit Availability Acceptance Level is computed by 365 calendar days times 24 (hours per day) times 99.5% acceptance level equals 8,716.20 hours onwards. (365 x 24 = 8760 x 99.5% = 8,716.20).  Monthly Circuit Availability is computed by the calendar days per month times 24 (hours per day) times 99.5% acceptance level   (example: 31 x 24 = 744 x 99.5% =740.28)


Downtime:   That period of time when the circuit becomes non- operational  or  unusable  for  communication  or  transfer  of  data  or failures to meet the minimum acceptance  standards. The maximum cumulative Annual downtime that shall be acceptable for corrective or preventative maintenance is 43.80 hours (8760 x 0.5%).

The maximum cumulative Monthly downtime that shall be acceptable for corrective or preventative maintenance shall be 0.5% of the total available hours for the month (example: 31 x 24 = 744 x 0.5% = 3.72).

Period of Downtime:  Downtime shall commence at the time first attempt for contact is made by CDC South Africa (or its representative) to the Contractor's Point of Contact and shall be annotated on the Remedy Ticket and shall continue until the circuit is returned into Service by CDC South Africa.

Downtime Credits: Monetary value shall be returned to CDC for failure to meet the Circuit availability requirements. Downtime Credits shall be assessed based on cumulative downtime time with the minimum assessment being one hour. Downtime credit shall be equal to the hourly rate (as applicable) as identified in the schedule in Section B.   There are two (2) situations when circuit Downtime Credits can be accumulated:
1) Below Availability Level
2) Extended Downtime


2.	Credit for Circuit Downtime by Situation

Below Availability Level: If the downtime accumulated for a circuit adds up to 43.80 (8760 x .5%) cumulative hours or more during any one contract year (365 calendar days) or depending on the number of hours for the month (example 744 x .5%) cumulative hours per month (example: 31 calendar day month) the Contractor shall grant a hourly credit to the Embassy for each hour of downtime. Each additional one hour increment or portion thereof shall be assessed as an additional hour.

Extended Downtime Credit(s):   Cumulative time of more than 18 hours but not greater than 24 hours for any one outage shall be assessed at a daily rate. Any increment of 24 hours beyond the initial
24 hours of any one outage shall be assessed at the standards for the hourly rate up to 12 hours, however between 12 and 24 hours the


3. 	Exceptions to Cumulating of Downtime


Cumulating of circuit downtime shall include all unscheduled downtime deemed to be the responsibility of the Contractor, with the following exceptions:


a. 		When the failure to perform arises out of causes beyond the control and without the fault or negligence of the Contractor or Sub-contractor.


b. 		Malfunction of equipment, frequency fading and interference, errors of commission and/or omission by the Contractor or Sub contractor,  and  commercial  power  surges  or  failures  are considered to be normal hazards of the industry and therefore do not qualify as causes beyond the control of the Contractor or Sub-contractor.  The Contractor shall be charged with credits for all reported outages determined "no trouble found” or "came clear while testing" but which exceed 45 minutes.


The Contracting Officer’s technical representative shall make final determination as to whether downtime is the responsibility of the Contractor.  If requested by the Contracting Officer, the Contractor shall provide documentation to support claims of excusable downtime.    For downtime determined to be the Contractor's responsibility, the Contracting Officer may elect to assess a credit for each instance of non-performance.


4. 	Payment Reduction for Downtime Credits


When Circuit Downtime credit(s) is due to the Embassy; the total number of creditable hours shall be accumulated for the month and shall be deducted from the payment due the Contractor in the month they accrued.


5. 	Trouble Escalation Procedure


a. 		CDC South Africa shall refer the problem to the contractor obtain the

b. 		After the trouble has been referred to the contractor for two (2) hours, recall the contractor for an update on the current trouble. Record the contractor's	response, the name of the individual you talked with, and the carrier ticket number on the Remedy Ticket.


c. 		After the trouble has been referred to the carrier for four (4) hours, recall the carrier for an update on the current trouble. If the carrier's response is not satisfactory escalate the trouble to the carrier's management.	Record the carrier's response, the name of the individual you talked with, and the carrier ticket number on the Remedy Ticket.


d. 		After the trouble has been referred to the carrier for six (6) hours, escalate the trouble to the carrier's manager. Record the carrier's response, the name of the individual you talked with, the carrier ticket number, and the names of the mangers that were notified on the Remedy Ticket.


e. 		Continue to status the carrier for the remainder of the outage or until you have  received a solid loop from the carrier's distant end location.




T. 	PROJECT DELIVERABLES and ACCEPTANCE CRITERIA Deliverable Acceptance Criteria:
a. 	Contractor trained member working with CDC IT technicians shall complete installation of the circuits into CDC South Africa’s officers..
b. 	All cabling shall be labeled, managed, terminated and tested. c. Fiber connectivity is required.
d. 	All fiber shall be terminated with ST connectors and presented in fiber RIC's or equivalent at the various locations.
e.  	All network points installed shall be tested as stated above
f. 	All test results shall be furnished in hard copy form and delivered to CDC Information Management Officer (IMO).
g. 	A Contractor certified engineer must install, configure and test all networking hardware and verify end-to-end connectivity at all CDC South Africa locations.
h. 	This includes to the network entry point, through the network management center, from the network management center through to any intermediary points, and through to the next "hand off" point.



• Project Deliverables are specified below in accordance with the following project plan.


U. PROJECT PLAN AND DELIVERABLES



The contractor shall provide technical reports, documentation and deliverables in written and electronic format and shall provide monthly written progress reporting. All tasks below must be completed and all circuits must be fully operational by August 1, 2014.
[bookmark: _GoBack]
1. Task 1: Link physical connection to CDC identified above.

The contractor shall:


• Develop a project proposal
• Review project expectations for bandwidth and latency.
• Review scheduling and deliverables.
• Review deliverable timeline. Task 1Deliverables
1. Connect cabling (fiber) to demark points at all locations.
2. Connect path to any intermediate and Network Management.
3. Liaise with other providers for throughput to destination (Atlanta, USA).

2. Task 2: Usability Analysis, Testing, & Staff Review Session

The contractor shall perform regular diagnostic usability tests of the fiber and holder-briefing session with the
CDC IMO or CDC IT representatives to revert test results.

The contractor shall:


1.      Contact CDC to confirm testing, along with key tasks, define the goals of testing and set successful completion criteria.
2. 	Compile and analyze usability testing results to develop a written report of findings, including screenshots, problems, and proposals to resolve problems and recommendations for improvements.
3. 	Give a semi-annual onsite presentation of findings to the Embassy
IMO.

Task 2 Deliverables    Develop a usability testing plan.

l . Usability testing facilitation.
2. Written usability testing report of findings.
3. Verbal presentation, with accompanying graphs of findings based on usability testing report.

•		Place of Performance:  Usability testing shall be performed at CDC SA officers as well as the Network Management Center.



3. Task 3: Bandwidth Management

The contractor shall perform bandwidth management to ensure that full download and upload speeds are being maintained.

The contractor shall provide for a redundant path should the fiber link fail. Upon an outage of the prime link the path shall be transitioned immediately
to the alternate path and CDC notified.

The contractor shall compile and analyze regular testing methods and view results to develop a bandwidth management plan to ensure true bandwidth is maintained.

Task 3 Deliverables
Quarterly Bandwidth testing shall be scheduled with CDC South Africa.


1.	Quarterly written bandwidth test reports of findings when asked for by CDC South Africa.
2. 	Semi-Annual circuit status presentation, with accompanying MS PowerPoint slides, of findings based on usability testing report.	Written report of any circuit outages and any switch to the alternate path.

