
Forewarned Is Forearmed – SCAMS Endemic To Shanghai 

凡事预则立——上海地区的流行骗局 
  

The American Citizen Services (ACS) unit is regularly contacted by Americans 

victimized by scams that take advantage of their generosity or ignorance of local norms 

and culture. While petty theft remains the most prevalent type of crime Westerners 

encounter in China, the diversity and sophistication of scams is increasing. While the 

following list is not meant to be all-encompassing it does forewarn and forearm you 

against the most common scams encountered by Americans in the Shanghai area: 

美国公民服务处常常接获美国人报称有人利用其慷慨或对本地习俗与文化缺乏了解而设置

骗局。尽管西方人在中国最常遇到的犯罪是小偷小摸，各种骗局的多样性和复杂性有所增

加，以下所列为美国人在上海地区最常遇到的骗局，不尽全面，供您有备无患。 

 “Art Show / Art Student” scam – “Hi, I’m an art major at a Chinese university (usually 

Xi’an).  We are showing our work nearby and would love for you to have a look. Don’t 

worry, entrance is free and there’s no need to buy anything.” If you follow this “art 

student” you will be pressured to purchase expensive, low-grade art prints. 

“艺术品展出/艺术系学生”骗局——“你好，我是一名艺术系的中国大学生（通常来自

西安）。我们在附近展出作品，欢迎你前来参观。别担心，入场免费且不需要你购买任何

东西。”如你跟着这位“艺术系学生”走，将被迫购买价格高昂的劣质艺术品。  

“Tea Ceremony / English student” scam – “Hi, we are English students at a local 

university.  Would you mind helping us practice our English? In exchange, we will treat 

you to a traditional Chinese tea ceremony.” After ordering tea and snacks they will 

excuse themselves. Moments later the bill will arrive and very large men will force you 

to pay an exorbitant amount of money before allowing you to leave. Real English 

students will not mind going to a place of your choosing for a chance to practice their 

English for an hour.  

“茶道表演/英语系学生”骗局——“你好，我们是来自本地一所大学英语系的学生。你

能帮助我们练习英语吗？作为回报，我们请你观看传统的中式茶道表演。”点完茶和点心

后他们会离去。稍顷账单即至，非常壮硕的男子会在允许你离开前逼迫你支付一大笔钱。

真正的英语系学生不会介意去你所选择的地方练习一小时英语。 

“Bar tabs” - Better to pay as you go. Starting a tab makes it possible for a bartender to 

hand you a bar bill of $500. If you decline to pay you could be threatened with physical 

violence until you pay (usually by credit card), before being escorted out. 



“酒吧赊账”——最好现点现付。如果赊账，最终可能会接到酒吧招待递来的 500 美金

账单。如果拒付，在被押送出门前，你有可能身受暴力威胁，直到你（通常是用信用卡）

交钱。 

“Injured Relative / Arrested Relative” scam – “Hi, I’m a friend of your grandchild here 

in China and she was just seriously injured (usually in a traffic accident) and/or arrested. 

In order for her to receive medical care in China you must pay all fees upfront. The 

American Consulate won’t help. Please wire $2000 to my account so I can ensure your 

granddaughter receives the necessary medical treatment.” Always best to try and 

contact your relative directly, or call ACS to help you find out the facts, if someone tells 

you that they are in trouble and need you to wire them money ASAP. In China medical 

facilities will usually contact the U.S. Consulate if an American citizen is admitted 

without anyone to assist. We will never refuse to assist American citizens in need. 

“亲属受伤/被捕”骗局——“你好，我是你孙女在中国的朋友，她刚刚（通常是在车祸

中）严重受伤了，或者，她刚刚被捕了。她在中国接受治疗需要你提前支付所有费用。美

国领事馆不提供帮助。请汇 2000 美金到我账上，我会确保你孙女得到必要的治疗。”如

有人告知你亲属有难需立即汇钱，始终尽量直接联系到你的亲人，或致电美国公民服务处

寻求帮助了解实情。中国的医疗机构如果接收到无人协助的美国公民，通常会联络美国领

事馆。我们绝不会拒绝帮助有需要的美国公民。 

 “Please Hold the Line for the Police” – You receive a phone call from someone 

claiming to be from your bank or the police station and you are told that someone 

assumed your identity and used your credit card to commit credit card fraud, which is 

now under investigation by the Public Security Bureau (PSB). You are informed that the 

PSB requires your bank account information to complete their investigation. After 

providing your personally identifiable information over the phone that included your 

savings account information, your account is liquidated. You later find out that the 

person who called you was not from your bank or the police station. If you receive a call 

from the police asking for personal information you should ask them to wait, and contact 

your nearest police station to inquire into the situation in person. 

“请别挂电话，等待转接至警署”——你接到声称来自银行或警署的电话，告知有人冒用

你的信用卡涉嫌信用卡诈骗，现正接受公安局调查。你被告知公安局调查过程中需要你的

银行账号信息。你在电话中提供了包括你储蓄账户内容的个人身份信息后，你的账户即被

提清。事后你发现致电给你的人并非来自你的银行或警署。如果接到要你提供个人信息的

电话，你应要求对方等候，随即联络附近的警署当面了解情况。 

*NEW* “Mimicking Phone Numbers” – You received a call on your mobile phone from 

someone claiming to be the police from the “Economic Crimes Bureau” in Beijing. You 

are told your bank account is involved with money laundering and that you are now 

being investigated. You are told that you may verify the incoming call by checking online 

or in a phone book for the number of the “Economic Crimes Bureau”. The caller is 



patient and tells you that he will hold the line while you check online or call 114 to verify 

the number. You check with different resources and confirm the phone number of the 

incoming call belongs to the police in Beijing. You then follow the caller’s instructions 

and provide him with detailed information about your bank accounts. You transfer the 

money to the safe account as instructed by the caller. You later find the money that you 

transferred is gone. How this Scam Works: To attract clients, telecom operators enable 

clients to set the incoming number they want to be displayed on the phone of someone 

they call. Bottom line, you cannot always trust that a phone call is truly coming from the 

number appearing on your phone.  If you are concerned about your bank accounts, it’s 

best to contact your bank or the local authorities directly. 

 

“伪造来电号码”——你的手机接到声称来自北京“经济罪案调查科”的电话。 你被告

知由于你的银行账号涉及洗钱，正被调查中。你还被告知，你可以通过上网或查询电话簿

来核实对方身份。来电者很耐心，说他可以在电话线上等你上网或打 114 核实。 你通过

不同渠道确认了来电号码确属北京警方。于是你按来电者的要求，提供了你的银行账户信

息，并按指示把钱款转入了安全账户。之后，你发现转出的钱款都不见踪影。 这个骗局

是怎么回事？——为了吸引顾客，电信公司允许客户对打到他人电话上的来电号码进行设

置。关键要记住的是：来电显示的号码并不总是该来电的真实号码。 如果你对自己的银

行账户有疑虑，最好直接与银行或当地机构取得联系。 

  

“Business Deal” – You have been doing business with a Chinese company for some 

time and receive an email asking you to send the next wire transfer to a new account 

number. After wiring the money you are asked to resend the payment because it never 

arrived. After rewiring the payment you are again notified that the payment did not arrive 

and that you should try sending it to another account number. At which time you 

become extremely suspicious and discover the email address is slightly different from 

the company’s real e-mail address and/or the person who has been contacting you left 

the company a month before.   

“做生意”——你与一家中国公司业务合作已有时日，对方发来电子邮件要求你将下笔款

项汇到一个新帐号。汇款之后，你被要求再次汇款，因为之前的汇款未被收到。再次汇款

后，你又被告知款项没有汇到，必须再次汇至另一账号。你此时极度怀疑并发现对方的电

子邮件地址与其公司真实的电子邮件地址有细微差别，并且（或者）联系人已于一个月前

离职。 

“IRS scam” – You received an email from the IRS claiming they cannot process your 

recent tax return because you did not include a photocopy of your state or federal ID. 

The IRS does NOT generally initiate fax or emails to taxpayers, nor does the IRS 

discuss tax account matters with taxpayers via email or fax. Moreover, the IRS never 

requests security-related personal information, such as your SSN or PIN numbers. 



“税务署骗局”——你收到来自税务署的电子邮件声称由于你未附上带照片的州或联邦证

件的复印件，他们无法处理你最新递交的退税单。税务署通常不会发送传真或电子邮件

给纳税人，也从不在电子邮件或传真中与纳税人商议税务账号问题。此外，税务署从不要

求提供涉及安全的个人信息，如社会保障号码或密码。 

“Diversity Visa” – You receive an email congratulating you because you’ve won a 

Diversity Visa and although the Diversity Visa participation was free, U.S. law and 

regulations require every diversity visa winner to pay a visa processing fee of $819. The 

email goes on to state the fee must be paid using a Western Union money transfer and 

will be processed by the U.S. Embassy in the United Kingdom.  UNDER NO 

CIRCUMSTANCES should money be sent to anyone to participate in the DV Lottery. 

The Department of State's Kentucky Consular Center (KCC) does not send email 

notifications to DV entrants informing them of their winning entries.  

“抽签移民”——你收到电子邮件恭喜你获得抽签移民并被告知，尽管参与抽签移民免费，

美国法律法规要求每个获得抽签移民资格的人支付一笔 819 美金的签证处理费。电子邮

件继续介绍说该费用必须使用西联汇款并汇至美国驻英国大使馆。无论如何不要为了

参加抽签移民而汇钱给某人。美国国务院肯塔基州领事事务中心(KCC)不会使用电子邮件

通知抽签移民中奖信息。 

“Real Estate” scam – You sign a contract for an apartment you want to rent and hand 

over the deposit and first few months rent to who you believe is the landlord. Everything 

seems legitimate until you return home one night to discover the real landlord in the 

apartment demanding to know who you are and why you have moved into his 

apartment. You find that the person you signed the contract with has skipped town with 

your money and the real estate agent has no recollection of you.  

“房产”骗局——你签订租房合同并将头几个月的定金付给了以为是房东的那人。一切貌

似合法，直到某天晚上你回家时真正的房东出现并质问你是谁且为何会住在他家。你发现

与你签订合同的那人已携款不告而别，而真正的房产中介不认识你。 

 “Black Taxi” – “Where do you want to go?” or “Taxi?” If you get in, make no mistake, 

you will be grossly over charged and potentially robbed in a secluded area by the 

driver’s friends. The same goes for motorcycle and moped operators charging for 

transportation.  

“黑车”——“你想去哪儿？”或“出租车？”如你上车，毫无疑问会被乱开价并有可能

在隐蔽处被司机的朋友抢劫。同样的骗局亦现于摩托车、电动车等其它有偿交通工具上。 

“Fake Police” – You are stopped on the road (usually near an area frequented by 

expats) and asked to show your passport to a person claiming to be a police officer. 

When you cannot produce your passport, you are asked to pay an on-the-spot fine of 

RMB500. First, if they are real police they will have no problem with showing you their 



I.D. when requested. Furthermore, real police officers will go with you to their police 

station where you will be issued a receipt for the fine.  

“假警察”——有人在路上（通常在外国人常去地）拦住你并自称是警官，要求你出示护

照。如你无法出示护照，即被要求当场支付 500 元人民币的罚款。首先，如果对方是真

警察，则不会在被要求时拒绝向你出示他们的证件。此外，真的警官会带你至警署，你在

那里支付罚款并会得到收据。 

“Pickpockets” – Typically, a single man or a pair of women with babies strapped to 

their chests approach you from behind during your walk near a popular tourist area 

(Nanjing Rd). Unbeknownst to you, they unzip your bag and quickly steal everything 

that looks expensive.  Remember to keep your bags in front of you and do not place 

valuables in your back pocket. 

“小偷”——常常发生在你走近热门旅游区（如南京路）时，单身男子或两个胸前绑有小

孩的女子从后面接近你，趁你不注意拉开你的包拉链并迅速偷走看似值钱的东西。记住把

包放置身前并别把贵重物放在背后的口袋里。 

“Child Beggars and Flower Sellers” – “Money, money, money!” or “Flowers, Flowers, 

Flowers!”  Money dropped into their cup will be taken by their adult handler (perhaps 

even their kidnapper) who is exploiting the child and your humanitarian nature. If you 

want to help, consider offering food instead. 

“乞童与卖花者”——“给钱，给钱，给钱！”或者“买花，买花，买花！”扔进他们帽

子的钱会被利用这些儿童以及你善心的成年操控者（或许也是绑架这些儿童的人）收走。

如果你想帮忙，可以考虑提供食物。 

 “Buy a Car” scam – A Chinese based website states you can pay 30% of the total 

cost of the car now through Western Union and the balance upon delivery. In the end 

you never receive your car or see your money again. 

“买车”骗局——一家中国网站声称你现可通过西联汇款支付全部购车费用的 30%，并

在车到之后付清余款。最终你不仅没拿到车还赔了钱。 

“Black Money” - In order to prevent the theft of U.S. currency being shipped overseas, 

the U.S. government has a process to coat $100 bills with a special ink (usually black). I 

have intercepted one shipment but need your help purchasing a special solvent to 

“clean” the bills. I am happy to share the proceeds with you. Of course, the process is 

bogus, and you will lose whatever money you invest.  

“黑钱”——为预防运往海外的美国货币失窃，美国政府有给 100 美元纸币涂上一种特

殊墨水（通常为黑色）的处理。我截获了一批这样的货物，但需要你帮忙购买一种“清洁”

纸币的特殊溶剂。我愿与你分享收益。当然，这种处理子虚乌有，你的投资也将一去不返。 



“Stolen Wallet” – "Hi, my wife and I (dressed nicely) are tourists and had our wallets 

stolen. Could you please loan us RMB100? When we return home we will send you the 

money back." You will not receive any money back and have just been victimized by a 

con artist.  

“被盗皮夹”——“你好，我太太和我（衣冠楚楚）是被盗皮夹的游客。你能借给我们

100 元人民币吗？回家后我们会把钱寄还给你。”你不会收到任何还款并已上当受骗。 

“Dropped Metro Card” scam – The taxi driver drops your transportation card as he 

attempts to hand it back to you in the backseat. The next time you go to use it you find 

the card has a zero balance. What happened to your money? The taxi driver saw that 

you had a lot of money on your card and dropped it by his feet to quickly switch it for an 

empty one. Circumvent this scam by placing a sticker or other clear identifying marker 

on your transportation card to confirm the card handed back to you is indeed your own. 

“掉落公交卡”骗局——出租车司机把公交卡递还给后座的你时将其掉落。下次使用该卡

时，你发现卡的余额为零。你的钱呢？出租车司机看见你卡里有很多钱，于是将其掉落在

他脚下并迅速换成一张空卡。可以给你的公交卡加上贴纸或别的清晰可辨的标记以确认还

给你的卡确实属你所有，从而规避此类骗局。 

General Safety Advice 

 Shanghai is a big city with big city problems. 

 It is not a good idea at home; it is probably not a good idea here. 

 If it sounds too good to be true, it probably is. 

 Always be aware of your surroundings. Look at the people close to you and watch out 

for “accidental” nudging and touching. 

 Think about leaving valuable and extra cash behind in a safe place when you go out. 

 Don’t carry all your valuable, cash, credit cards, etc in one pocket or bag – distribute. 

 Enter into your phone: 110 (police) and 962288 (bilingual assistance). 

常规安全建议 

 上海是个大城市，存在大城市的普遍问题。 

 在美国行不通的，在这里十之八九也不行。 

 听上去好的难以置信的事，恐怕确实不可信。 

 多留意你周围的环境。注意靠近你的人，当心那些“意外的”挤推、触摸。 

 建议出门前将贵重物及多余的现金留在安全处。 

 别把所有的贵重物、现金、信用卡等放在同一口袋或包中——分开放。 

 储存进手机：110（报警）以及 962288（双语服务）。 

 


