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As the Diversity Visa (DV) registration time draws closer, the Consular Section would like
to warn the prospective applicants of two important alarming SCAMS: DV scams and the
DV facilitators.

DV scams: scammers send spam emails pretending to be from the U.S. Government

congratulating the recipient that they have been selected in the Visa Lottery.
They also say that there is a case number and a serial net visa passport attached
to the case and that there is a large amount of money, as much as$100,000 wait-
ing for them in the United States upon arrival. There is NO net visa passport and
there is NO amount of money waiting the recipient in the U.S. Although these
sites might have domain names similar to government agencies, official-looking
emblems seals or logos and links to other government sites, or list Washington,
D.C. mailing addresses, these sites are fake.

WARNING: If you get an email with one or all the characteristics described above,

be sure it is a scam. Do not click on any websites in these scams. The act of
opening these links can make you vulnerable to viruses or other malicious codes.

DV facilitators: these are intermediate companies who help people to submit their

entry forms to Kentucky Consular Center (KCC). They act differently: some of
them don’t ask for any money at the beginning, and some of them ask for a
small amount such as $40 or S50 per entry, or make the applicant sign a contract
in which they promise to pay up to 1,000 Euros if they are selected. But all of
them put the correspondence address to be their own, not of the participant.
Then when someone is selected the information goes to the company, and the
difficulty starts. In order to release the information they ask a large amount of
money such as 1,000 Euros per person in a family.

WARNING: If you apply through a visa facilitator, you must understand from the

beginning that it is an intermediate company. No private company has been
authorized to act on behalf of the United States Government. The only official
way of entry is www.dvlottery.state.gov , a web page which is active only dur-
ing the registration time. If you have used the services of a visa facilitator and
believe that they are in violation of the agreement you made, you may wish to
file a complaint with the police and this office. We cannot guarantee that we will
be able to assist you but we may be able to advise you on steps you can take to
resolve your situation and continue to process your application.

You may call us at 021-3300, Monday through Thursday between 13:30 and
16:30 and Friday between 8:30 and 11:30 and 13:30 and 16:30
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in perspectiva apropierii perioadei de inscriere in programul Loteria Vizelor, Sectia
Consulara doreste sa atentioneze potentialii solicitanti, in legatura cu doua aspecte
importante legate de escrocheriile ce pot aparea: escrocherii legate de Loteria Vizelor
si intermediarii Loteriei Vizelor.

Escrocherii legate de programul Loteria Vizelor: impostorii trimit mesaje email
spam, pretinzand ca reprezinta Guvernul Statelor Unite, felicitand destinatarii
pentru selectionarea lor in programul Loteria Vizelor. De asemenea, afirma ca
exista un numar de finregistrare si o viza pentru pasaport alocata
destinatarului, precum si o mare suma de bani, de 100.000 de dolari,
disponibili la intrarea in Statele Unite. NU EXISTA NICIO VIZA si NU EXISTA
NICIO SUMA DE BANI pentru destinatari in Statele Unite. Desi aceste site-uri
pot avea nume de domenii similare cu cele ale agentiilor guvernamentale,
embleme sau logo-uri aparent oficiale si trimiteri catre alte site-uri
guvernamentale, sau afiseaza adrese postale din Washington, D.C., acestea
sunt FALSE.

ATENTIE! Daca primiti un email cu una sau toate caracteristicile descrise mai sus,
fiti siguri ca este o escrocherie. Nu accesati aceste site-uri cuprinse n aceste
email-uri. Simpla accesare a acestor link-uri va poate face vulnerabili la virusi
si la coduri daunatoare.

Intermediarii Loteriei Vizelor: acestia sunt firme de intermediere care ajuta pe
cei interesati de program sa trimita formularele de finscriere la Centrul
Consular Kentucky (KCC). Intermediarii au alt mod de operare: unii dintre ei
nu cer niciun ban initial, altii cer sume mici, 40 sau 50 de dolari/ inscriere, sau
ii cer participantului sa semneze un contract prin care se obligd sa plateasca
sume de pana la 1000 de euro, daca sunt selectati. Dar toti intermediarii
introduc in aplicatie propria adresa de corespondentd, nu pe cea a
participantilor. Atunci cand cineva este selectat, acesta informatie este
transmisa catre firma, si problemele apar. Pentru a oferi informatia,
intermediarii solicitd o suma mare de bani, de exemplu 1000 de euro pentru
fiecare membru al familiei.

ATENTIE! Daca va inscrieti apeland la serviciile unor intermediari, trebuie sa
intelegeti de la inceput, ca aceasta este o firma de intermediere. Nicio firma
privata nu a fost autorizata sa actioneze in numele Guvernului Statelor Unite.
Singura modalitate de inscriere este www.dvlottery.state.gov , o pagina web
care este activa numai in perioada inscrierilor. Daca ati apelat la serviciile unei
firme de intermediere si considerati cd au fost fincdlcati termenii
contractului, puteti depune o plangere la Politie si la Sectia Consulara. Nu va
putem garanta cd vd vom putea ajuta, dar exista posibilitatea sa va sfatuim in
legatura cu pasii pe care 1i puteti face pentru a va rezolva situatia si pentru a
continua procesarea aplicatiei.

Ne puteti contacta telefonic la numarul 021-200-3300, de luni pana joi, Tntre
orele 13.00si 16.30 si vinerea intre 8.30 si 11.30 sau 13.30-16.30.

US Embassy



http://www.dvlottery.state.gov/

- “

\
3

£'°
B

rED STATES B — ‘
BUCHAREST - ROMANIA

THE OFFICIAL DIVERSITY VISA WEBSITE:
www.dvlottery.state.gov

Be aware: keep your confirmation page with the confirmation number. Don’t lose it, don’t
misplace it, keep it in a safe place.
Otherwise, you will not be able to continue to process your
application .

PAGINA OFICIALA A PROGRAMULUI LOTERIA VIZELOR:
www. dvlottery.state.gov

Atentie : pastrati pagina de confirmare cu numarul de inregistrare. Aveti grija sa nu o
pierdeti. Trebuie pastrata intr-un loc sigur.
Altfel, nu veti putea continua procesarea cazului dumneavoastra.
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