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2. Schedule of Supplies/Services, Block 20, Description/Specifications/Work Statement, Section I. Scope of Work,
Item 6, is deleted and substituted to read as follows:

6. Circuit Size of 10Mbps Dedicated Full-Duplex Point-to-Point Layer-2 Fiber Optic Connection — at Baghdad
Diplomatic Support Center, address: Baghdad International Airport, +268 2404 6441, Contract Line Item No.
0006, Section 1, Block 23, Prices, V. Prices, under paragraphs 4 and 5, for Circuit Size of 10 Mbps Dedicated
Full-Duplex Point-to-Point Fiber Optic Connection

e General: The U.S. American Embassy is currently in the process of increasing its technology and infrastructure
to better support its network. The U.S. American Embassy needs high-speed fiber optic connectivity at its
premises to support both voice and data applications. The objective of this contract is to provide reliable,
redundant fiber optic network paths, between the U.S. Embassy in Baghdad and Baghdad Diplomatic Support
Center (BDSC) located at the Baghdad International Airport.

e The contractor shall use the following technical specifications:

(a) The contractor shall provide circuit connectivity from their main distribution frame to the Embassy’s
demarcation point. The contractor shall also provide all of the necessary equipment and installers to the
Embassy’s demarcation point.

(b) In order to achieve high quality performance, the below shall be met by the contractor:

i.  Latency <=10ms, Packet Loss <=
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gateway 1P-address:
iii. ISP interface connectors: Fiber Optic interface preferred or as agreed upon by the mission IM Representatives and
contractor.
iv. ISP availability: "Always on"
V. ISP connection shall NOT use Network Address Translation (NAT).
vi. ISP shall permit all IP protocols (including but not limited to UDP, TCP, and IPSEC) to transit without filters or
proxies.

G nfleced hel i red-without ISP s
viii. ISP shall permit installation of Customer VPN encryption devices on circuit.
ix. ISP shall permit ping and trace route traffic (Fiber Optic interface or other agreed upon interfaces which
terminate Customer VPN encryption devices).

(¢) Contractor approach of network paths to the Embassy’s Red Compound Access Control (CAC) demarcation
point.

i.  Existing Single mode, direct burial, fiber optic cable (using the IZFN) is required.
ii.  The link will enter the Embassy’s compound via the Embassy’s Red Compound Access Control (CAC)
demarcation point and tested.
iii.  Where contractor routers are provided, the contractor is responsible for replacement and normal
upgrade of that equipment.
iv. The Embassy shall be responsible for connecting the path from the demarcation point to subsequent
points on their networks.

(d) Contractor approach of network paths to the BDSC demarcation point (GPS: N 33 15.895 E 44 12.715 d.).

i.  Existing Single mode, direct burial, fiber optic cable
ii.  The link will be terminated in an equipment room (ITN1) that services BDSC
iii.  Where contractor equipment is provided, the contractor is responsible for replacement and normal
upgrade of that equipment
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iv.  The Embassy shall be responsible for connecting the path from the two demarcation points to subsequent
points on their networks

e PROJECT PLAN AND DELIVERABLES

The contractor shall provide technical reports, documentation and deliverables in written and electronic format and
shall provide monthly written progress reporting. All tasks below shall be completed and all circuits shall be fully
operational to begin this contract.

Task 1: Link physical connection to the Embassy

The contractor shall:

a) Develop a project proposal
b) Review project expectations for bandwidth and latency
¢) Provide a schedule for deliverables

(a) Task I Deliverables

(1) Connect fiber optical cabling between the BDSC demarcation (GPS: N 33 15.895 E 44 12.715)

(2) to contractor Layer-2 hardware located in the Red CAC demarcation point.

(3) Provide the Embassy with the manufacturer, model, and technical specifications of all contractor routers and
equipment that will be located in the Embassy’s Red CAC and BDSC demarcation points.

Task 2: Usability Analysis, Testing, & Review Session

The contractor shall perform regular diagnostic usability tests of the fiber optic cable and provide test results
to a designated Embassy representative for review.

(a) Task 2 Deliverables

The Contractor shall;

(1) develop a usability testing plan
(2) provide a written usability testing report of findings
(3) provide presentation, with accompanying graphs, of findings based on usability testing report

e An Invoice, suitable for payment, shall contain, but not limited to, the following information:
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Name of Contractor;

Date of Invoice;

Original Invoice Number (Consecutive numbers);

Contract number;

Task or Delivery Order number, as applicable:

Government Specific Accounting and Appropriation Data (Funding Cite.) (example:
19X0113-2015-X75041-180100-5327-2332);

Contract Line Item Number (CLIN) of item or service provided;

Description of the item, or service actually provided;

Period of performance of service or date item is provided;

Block/Space reserved for COR acceptance signature and date;

Signature, Name and Phone number of Company representative authorized to sign invoices;
Remit to address
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m. Name, phone number and Mailing address to whom any disputed invoices should be addressed;
n. Credits with explanation and period covered.

Failure to submit Invoices which do not identify this information shall be returned without payment to the
Contractor for correction.

a)

b)

a)

b)

Authorized Instruction to Contractor

No person or agency other than the Contracting Officer (CO) is authorized to give instruction, orders or
directions on behalf of the Government to the Contractor or his employees, unless such person or agency is
authorized in writing by the CO to so act. The authority of such person or agency is strictly limited to the
written authorization provided by the CO. The duty is upon the Contractor to determine the authority of such
person or agency. Any questions regarding the authority of such person or agency should be directed to the CO
in writing.

Contracting Officer’s Representative (COR): The CO may designate and authorize a representative(s) to act on
his/her behalf under this contract. Such representative(s) as may be appointed shall be designated by a letter
from the CO and a copy of the letter shall be given to the Contractor. The COR shall represent the CO as
specified in his/her delegation of authority letter. The COR shall not be authorized to issue change orders or
adjustments. Changes in the Scope of Work/Specifications or any increase or decrease in the work called for by
this contract shall be made by the CO by an executed modification to this contract.

Government-Furnished Equipment (GFE): Reserved

Release of Information

The Contractor’s organization shall clear with the Information Office listed below any public release of
information on this contract. This information includes news stories, articles, sales literature, advertisements,
radio-TV spots, etc.

The request for public release of information should be addressed to: The Information Management Officer, U.S.
Embassy Al Kindi Street International Zone, Baghdad in Iraq

Limited Use of Data and Information. Performance of this contract may require the contractor to access and use
data and information proprietary to the Government agency or agency personnel, or which is of such a nature that
its dissemination or use, other than in performance of this contract would be adverse to the interests of the
Government or others. The Contractor and Contractor personnel shall not divulge or release data or information
developed or obtained in performance of this contract, until made public by the Government, except to the
authorized Government personnel or upon written approval of the Contracting Officer. The Contractor will not
use, disclose, or reproduce proprietary data which bears a restrictive legend, other than as required in the
performance of this contract. Nothing herein shall preclude the use of any data independently acquired by the
Contractor without such limitations or prohibit an agreement at no costs to the Government between the
Contractor and the data owner provides for greater rights to the Contractor.

Trouble Escalation Procedure

a)

b)

The Government shall refer the problem to the carrier after performing tests as prescribed in the Trouble Anaysis
procedure. Obtain the name of the carrier test person and a carrier ticket number; record this information on the
Government’s Remedy Ticket.

After the trouble has been referred to the carrier for two (2) hours, recall the carrier for an update on the
current trouble. Record the carrier’s response, the name of the individual you talked with, and the carrier
ticket number on the Remedy Ticket.
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c)

d)

After the trouble has been referred to the carrier for four (4) hours, recall the carrier for an update on the current
trouble. If the carrier’s response is not satisfactory escalate the trouble to the carrier’s management. Record the
carrier’s response, the name of the individual you talked with, and the carrier ticket number on the Remedy
Ticket.

After the trouble has been referred to the contractor for six (6) hours the COR shall escalate the trouble to the
contractor’s manager; also notify IRM/IMO and the Contracting Officer and the STATE IRM/ISC Office.
Record the contractor’s response, the name of the individual you talked with, the contractor ticket number, and
the names of the IRM managers that were notified on the Remedy Ticket.

Continue to status the contractor for the remainder of the outage or until you have received a problem
resolved status.



