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INTERAGENCY POST EMPLOYEE POSITION DESCRIPTION

Prepare according to instructions given in Foreign Service National Handbook, Chapter 4 (3 FAH-2)

1. Post 2. Agency 3a. Position Number
U.S. Embassy Guatemala City U.S. Department of State 312201 100537

3b. Subject to Identical Position? Agencies may show the number of such positions authorized and/or established after the “Yes” block.

D Yes D No

4. Reason for Submission
[ | a. Redescription of duties: this position replaces

(Position Number) , (Title) Anti-Fraud Security Investigator (Series) 705 (Grade) ESN-09

D b. New Position

D c. Other (explain)

5. Classification Action Position Title and Series Code Grade Initials Date
(mm-dd-yyyy)

a. Post Classification Authority Criminal Fraud Investigator, 705 FSN-10 10.21.16

WHA/EX/FRC

b. Other

c. Proposed by Initiating Office

6. Post Title Position (If different from official title) 7. Name of Employee

8. Office/ Section a. First Subdivision

b. Second Subdivision C. Third Subdivision

9. This is a complete and accurate description of the duties and | 10.  This is a complete and accurate description of the duties and
responsibilities of my position responsibilities of this position

Printed Name of Employee Printed Name of Supervisor
Signature of employee Date (mm-dd-yyyy) Signature of Supervisor Date (mm-dd-yyyy)

11. Thisis a complete and accurate description of the dutiesand | 12. | have satisfied myself that this is an accurate description of this
responsibilities of this position. There is a valid management position, and | certify that it has been classified in accordance with
need for this position appropriate 3 FAH-2 standards.

Printed Name of Chief or Agency Head Printed Name of Admin or Human Resources Officer
Signature of Section Chief or Agency Head Date (mm-dd-yyyy) Signature of Admin or Human Resources Officer Date (mm-dd-yyyy)

13. Basic Function of Position

The Criminal Fraud Investigator (CFl) is responsible for conducting investigations of passport fraud, visa fraud, alien smuggling, human
trafficking, and other criminal actions that impact the national security of the United States. The CFI builds and maintains mid to high-level
contacts with the Guatemalan National Civil Police (PNC), immigration officers, prosecutors (Ministerio Publico), airline officials, and other
Government of Guatemala (GOG) agencies. The CFI reports directly to the Assistant Regional Security Officer — Investigator (ARSO-I), and
assists the ARSO-1 with managing the logistical and administrative support of 5-10 PNC investigators assigned to the ARSO-| program’s
Special Investigative Unit (SIU). Such tasks include budgetary issues, equipment, official travel, lodging, as well as coordinating the
maintenance and upkeep of the SIU’s building/office space per established local lease agreements. The CFI provides investigative guidance
to the SIU to locate and arrest U.S. fugitives and assists in coordinating with the U.S. Marshals Service (USMS), SIU, and GOG agencies to
locate, arrest, and extradite or expel the fugitives from Guatemala to the United States. The CFI develops and conducts training for the PNC,
immigration authorities, and prosecuting authorities (Ministerio Publico) to increase their awareness and ability to conduct investigations and
prosecutions of criminal syndicates. In addition, develops and conducts training for U.S. Embassy employees, airline staff members, host-




nation law enforcement, immigration, and other security personnel on various security related topics. The CFI directs other non-RSO Locally
Employed Staff (LES) assisting on Diplomatic Security Service (DSS) criminal investigations. Maintains six vehicles under the ARSO-I
program, including scheduling timely vehicle maintenance with local vendors. When not on approved leave, the CFI will be available for
emergency response or urgent investigative coordination 24/7.

14. Major Duties and Responsibilities % of Time
1. Conduct routine and complex criminal investigations involving the production, sale, and use of counterfeit documents in support of illegal
entry, alien smuggling, human trafficking, terrorism, and other illegal activity. Coordinate with the Consular Fraud Prevention Unit (FPU) to
build cases against individual and criminal organizations that provide, sell, or use counterfeit documents for the purpose of alien smuggling and
human trafficking. Conduct interviews and develop sources to further these cases. Advise PNC and prosecutors on evidence in support of
priority cases, and with Department permission testify against criminals in Guatemalan court. Provide investigative guidance to the SIU to
locate and arrest U.S. fugitives and assist in coordinating with the U.S. Marshals Service (USMS), SIU, American Citizen Services (ACS), and
GOG agencies to extradite or expel fugitives to the U.S. At the direction of the ARSO-I, assist other law enforcement agencies and Consular
Affairs as needed. Direct other non-RSO LES assisting with criminal investigations. In the absence of the ARSO-I (TDY, gap in assignment
staffing, etc.) and Investigative Assistant, independently manage and maintain the criminal investigative program. (35%)

2. Assist the ARSO-I in managing the logistical and administrative support of 5-10 PNC investigators assigned to the ARSO-I| program’s SIU.
Such tasks include budgetary issues, equipment purchase and maintenance, official travel, and lodging; as well as coordinate with local
vendors and contractors for the maintenance and upkeep of the SIU’s office space per established local lease agreements. (25%)

3. Build and maintain mid to high-level contacts with PNC, immigration officers, prosecutors (Ministerio Publico), airline officials, and other
GOG agencies. Work closely with these contacts to develop criminal cases to bring criminal charges against document vendors, alien
smugglers, and human traffickers in accordance with Guatemalan and U.S. law. Develop relationships and conduct outreach to relevant non-
government organizations (NGO’s) that assist human trafficking victims and/or work to develop the GOG's ability to address these crimes.
Maintain a database of these contacts. (15%)

4. Complete detailed and timely reports of investigations. Brief the RSO, Consul General (CG), ARSO-I, FPM, as well as other relevant
Embassy and DS officials on the status and outcome of investigations. At the direction of the ARSO-I, provide verbal and written translations
for the ARSO-I and Consular officers. Provide security support to RSO during VIP visits (Congressional, Assistant Secretaries, Ambassadors,
or other higher-level officers), short-term staffing shortages, or emergency situations, including natural disasters or civil unrest. (15%)

5. Develop, manage, and conduct training for PNC, immigration officers, prosecutors (Ministerio Publico), and other security officials to
increase awareness and ability to investigate and prosecute criminal syndicates involved in fraudulent document production, alien smuggling,
and human trafficking. Develop and conduct training for Embassy employees, airline staff members, GOG immigration officials, and other
security officials on security related topics. (10%)

15. Qualifications Required For Effective Performance

a. Education
Bachelor’s degree (or host country equivalent) in the area of law, security, criminal justice, political science, or international relations is
required.

b. Prior Work Experience
At least five years of responsible experience in an investigative or security-related field requiring the gathering, evaluating, and
| interpreting of potentially-sensitive facts and information pertaining to violations of law and other applicable regulations is required.

Of those years, one year of supervisory experience is required. Supervisory roles include, but are not limited to, performing as lead
investigator in an investigation, simultaneously managing multiple cases, supervising others, or serving as team leader.

c. Post Entry Training
General instruction and familiarization of investigative and administrative procedures to be conducted by the Diplomatic Security Special
Agent assigned as the ARSO-I. Must pass Guatemalan exams and qualify at the range with a DS issued firearm in order to carry a
firearm in Guatemala.
Attendance and completion of the CFI training course hosted at the Diplomatic Security Training Center in Dunn Loring, Virginia.

Continuing education on emerging investigative techniques and changing immigration regulations/laws.

d. Language Proficiency:
Spanish (speaking/reading) at Level IV (fluent) is required. English (speaking/reading) at Level IV (fluent) is required.

e. Job Knowledge
A thorough understanding of Guatemalan law, as well as prosecutorial and investigative procedures utilized by Guatemalan authorities.

Incumbent has a high level working knowledge of the FAM/FAH, U.S. visa procedures, Immigration and Nationality Act, Diplomatic
Security Service (DSS) criminal investigation procedures, interviewing techniques, and how U.S. law applies to document fraud, alien
smuggling, and human trafficking.

Incumbent has a highly-developed understanding of how Guatemalan law applies to document fraud, alien smuggling, and human
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trafficking. Incumbent must also understand Guatemalan etiquette in regards to formal working relationships.

Incumbent has extensive knowledge about police procedures in the host nation, as well as constitutional law, and prosecutorial
procedures. Incumbent must understand how host nation immigration laws work as well as trends in immigration fraud. Incumbent is
charged with developing a network of contacts in host country law enforcement in order to help with the prosecution of fraudulent
applicants.

Incumbent must also have the knowledge to plan and implement training, budgeting, and management of funding.

Skills and Abilities

Ability to write detailed investigative reports and give oral presentations in Spanish and English. Translation capability of both written and
oral communications. Effective interviewing techniques and skills. Ability to use Microsoft Office products and other common computer
applications at Level IV (Good Working Knowledge). Typing 40 words per minute.

Valid Guatemalan driver's license and willingness to receive firearms training and carry a firearm in performance of specific duties in
accordance with Guatemalan law.

16. Position element

a.

Supervision Received
Reports directly to the ARSO-I, but also receives guidance from other agents assigned to RSO in the absence of the ARSO-I.

Supervision Exercised
Assists the ARSO-I with managing the logistical and administrative support of 5-10 PNC investigators assigned to the ARSO-| program’s
Special Investigative Unit (SIU). Coordinates the efforts of LES periodically when engaged in an investigation on behalf of ARSO-I.

Available Guidelines
Immigration and Nationality Act, 9 FAM, 12 FAM, Code of Federal Regulations, and Guatemalan criminal and civil codes.

Exercise of Judgment
Requires sound judgment at all times under the guidance of the ARSO-I as well as independently making decisions that could affect U.S.
and Guatemalan national security. Acts independently to develop assigned cases, plan training, and develop contacts.

Authority to make Commitments

Has authority to make training commitments and provide statements in support of ARSO-I investigations. Provides critical input to the
ARSO-I for all funding decisions as it relates to investigative equipment. Authority to commit emergency funds for repair of program
vehicles.

Nature, Level, and Purpose of Contacts

Must possess and develop law enforcement contacts at all levels within the GOG and private entities to facilitate investigations. Must
maintain professional contact with PNC, immigration officers, prosecutors (Ministerio Publico), and other security officials regarding active
investigations and other requests.

Time expected to Reach Full Performance Level
One year.
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