CTO SECURITY

QOFFICE OF THE CHIEF TECHNOLOGY (OFFICER

DS Security Reminder 2003-002: Password Security

Password Control guidelines are addressed in 12 FAM 622.1-3, 623.3-1 and 632.1-4.
Why is so much importance given to password security?

Username and passwords are part of our frontline defense in protecting our systems and the
information that resides on those systems from intruders and others who are not authorized
access. Your userid and password is what identifies you to the system and then grants you
access to the system. Under no circumstances should you give your password to someone else
even if they say they need it to perform their job related duties. Note that this is one of the
primary ways that hackers, disgruntled employees, and yes, even spies, get access to systems
and information they haven’t been given access to.

Password Rules

Your password is between you and your computer and no one else.

Your password should consist of lowercase letters (a-z), uppercase letters (A-Z), numbers

(0-9), and special characters (punctuation symbols). Using 3 of the 4 password criteria is

required.

Your password should be at least 8 characters.

Your password should be changed every 6 months or 182 days.

New passwords should not resemble previously used passwords.

Do not use dictionary words, dictionary words with a number(s) at the beginning or end,

or terms that could be associated with you.

7. Do not use words that represent hobbies or obsessions, spouses, children’s names, SSNs,
etc.

8. Do not write your password down. Others can find it.

9. Do not use the same password on multiple systems. If one account gets compromised, so
do the other accounts.

10. Report suspected password compromises to the ISSO and change your password.
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Remember: You are responsible for all system activity associated with your Userid. If someone else
has your userid and password, all audit trails lead to you.

If you have any questions regarding password security, contact Debbie Dean, DS Systems
ISSO, at 571-345-2099.



	DS Security Reminder 2003-002: Password Security
	Password Rules

