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OPER/FREEDOM”S SENTINEL//
MSGID/ORDER/USFOR-A//

REF/A/MSG/USCENTCOM/161859ZJUN10//

AMPN/ (U/FOUO) FRAGO 07-718 USFOR-A US C2 RELATIONSHIPS IN CJOA-S,
S//REL TO USA, ISAF, NATO//

REF/B/MSG/USFOR-A/191238ZJAN15//

AMPN/(S//REL TO USA, ARM, AUS, AZE, BIH, FIN, GEO, MKD, MNE, NZL, SWE,
UKR, NATO) FRAGO 14-287 MOD 2 DEFINES C2 AND FML IN CJOA-A (S//NF)//
REF/C/DOC/DOD/01MAR12//

AMPN/(U) DOD DIRECTIVE 2000.12 ANTITERRORISM (AT) PROGRAM//
REF/D/DOC/DOD/01AUG11//

AMPN/(U) DOD INSTRUCTION 3020.50 PRIVATE SECURITY CONTRACTORS OPERATING
IN CONTINGENCY OPERATIONS, HUMANITARIAN OR PEACE OPERATIONS, OR OTHER
MILITARY OPERATIONS OR EXERCISES//

REF/E/DOC/DOD/20DEC11//

AMPN/(U) DOD INSTRUCTION 3020.41/0PERATIONAL CONTRACT SUPPORT//
REF/F/PUBLIC LAW 110-181/28JAN08//

AMPN/(U) NATIONAL DEFENSE AUTHORIZATION ACT OF 2008/SECTIONS 861, 862,
863, AND 864//

REF/G/DOC/DOD/12APR10//

AMPN/(U) DOD INSTRUCTION 1100.22 POLICY AND PROCEDURES FOR DETERMINING
WORKFORCE MIX//

REF/H/DOC/DOD/01APR11//

AMPN/(U) DOD DIRECTIVE 5210.56 CARRYING OF FIREARMS AND THE USE OF
FORCE BY DOD PERSONNEL ENGAGED IN SECURITY, LAW AND ORDER, OR
COUNTERINTELLIGENCE ACTIVITIES//

REF/1/MSG/USCENTCOM/152210ZJAN15//

AMPN/ (U//FOUO) USCENTCOM FRAGO 05-02-007 TO OPORD 05-02//
REF/J/DOC/DCDR-S ARMING AUTHORIZATION MEMO/17DEC2014//

AMPN/ (U//FOUO) ARMING AUTHORIZATION APPLICABLE TO ALL DOD CONTRACTORS
IN THE COMBINED JOINT AREA OF OPERATIONS-AFGHANISTAN (CJOA-A)//
REF/K/DOC/SDCA/30SEP14//

AMPN/(U) SECURITY AND DEFENSE COOPERATION AGREEMENT BETWEEN THE UNITED
STATES OF AMERICA AND THE ISLAMIC REPUBLIC OF AFGHANISTAN, AKA
BILATERAL SECURITY AGREEMENT (BSA)//

REF/L/DOC/5030 MOU/13SEP14//

AMPN/ (U) MEMORANDUM OF UNDERSTANDING BETWEEN OFFICE OF NATIONAL
SECURITY ASSISTANCE FORCE COMMANDER, U.S. FORCES-AFGHANISTAN ON MATTERS
OF SECURITY AND FORCE PROTECTION//

REF/M/DOC/DOD/JUL2012//

AMPN/(U) FEDERAL ACQUISITION REGULATION (FAR) 25.302 CONTRACTORS
PERFORMING PRIVATE SECURITY FUNCTIONS OUTSIDE THE UNITED STATES//
REF/N/DOC/DOD/JUL13//

AMPN/(U) FAR 52.225-26 CONTRACTORS PERFORMING PRIVATE SECURITY
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FUNCTIONS OUTSIDE THE UNITED STATES

REF/0/DOC/DOD/MAY14//

AMPN/(U) DEFENSE FEDERAL ACQUISITION REGULATION SUPPLEMENT (DFARS)
225.7402 CONTRACTOR PERSONNEL SUPPORTING U.S. ARMED FORCES DEPLOYED
OUTSIDE THE UNITED STATES

REF/P/DOC/DOD/MAY14//

AMPN/(U) DFARS 252.225-7040 CONTRACTOR PERSONNEL SUPPORTING U.S. ARMED
FORCES DEPLOYED OUTSIDE THE UNITED STATES

REF/Q/DOC/DOD/APR12//

AMPN/(U) DOD MANUAL 5100.76 PHYSICAL SECURITY OF SENSITIVE CONVENTIONAL
ARMS, AMMUNITION, AND EXPLOSIVES (AA&E)
REF/R/MSG/USFOR-A/070850ZSEP13//

AMPN/(U//FOUO) USFOR-A FRAGO 13-173 ARMING PROCEDURES DOR DOD
CONTRACTORS AND CIVILIANS//

ORDTYPE/FRAGORD/USFOR-A/J3/MAR//
TIMEZONE/Z//

NARR/(U) THIS UNITED STATES FORCES-AFGHANISTAN (USFOR-A) FRAGMENTARY
ORDER (FRAGO) 15-032 OUTLINES PROCEDURES FOR REQUESTING EXCEPTION TO
POLICY ARMING AND MANAGEMENT OF ARMED DEPARTMENT OF DEFENSE (DOD)
CONTRACTORS OPERATING IN AFGHANISTAN. THIS FRAGO SUPERSEDES REFERENCE R
(USFOR-A FRAGO 13-173).//

GENTEXT/SITUATION/
1. (U) SITUATION.

1.A. (U) GENERAL.

1.A.1. (U) USCENTCOM 1S RESPONSIBLE FOR FORCE PROTECTION AND
ANTITERRORISM EFFORTS FOR ALL DOD PERSONNEL IN ITS AREA OF
RESPONSIBILITY.

1.A.2. (U) USCENTCOM AND USFOR-A POLICY 1S THAT CONTRACTORS WILL BE
UNARMED. ARMING AUTHORIZATION 1S AN EXCEPTION TO POLICY AND CONTRACTORS
WILL BE DISARMED IF THEY DO NOT REQUIRE WEAPONS TO COMPLETE A SPECIFIC
MISSION.

1.A.3. (U) ALL CONTRACTORS WILL BE UNARMED. THOSE CONTRACTORS
PRESENTLY ARMED WHO DO NOT SATISFY THE LISTED CRITERIA OF EITHER
EXCEPTED CATEGORY WILL DISARM. THE EXCEPTED CATEGORIES ARE:

1.A.3.A. (U) ARMED SECURITY: PROVIDING ARMED SECURITY SERVICES INSIDE
NATO/U.S. AGREED FACILITIES AND AREAS. THESE PERSONNEL ARE RESTRICTED
TO THEIR NATO/U.S. SITE AND MAY ONLY BE ARMED ON DUTY. THIS CATEGORY IS
DEFINED AS THE “ARMED SECURITY” EXCEPTION.

1.A.3.B. (U) SELF-DEFENSE OR PERSONAL PROTECTION ARMING: CONTRACTORS
WHO REGULARLY PERFORM THEIR CONTRACTUAL DUTIES OUTSIDE OF AGREED
FACILITIES AND AREAS IN SUPPORT OF NATO/U.S. MISSIONS, INCLUDING THE
PROVISION OF TRAIN, ADVISE AND ASSIST TO AFGHAN NATIONAL DEFENSE
SECURITY FORCES. THE TERM REGULARLY IS DEFINED AS AT LEAST WEEKLY.
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THIS CATEGORY IS DEFINED AS THE ““SELF-DEFENSE” EXCEPTION.
1.B. (U) FRIENDLY FORCES. NO CHANGE.
1.C. (U) ENEMY FORCES. NO CHANGE.

GENTEXT/MISSION/
2. (U) MISSION. NO CHANGE.

GENTEXT/EXECUTION
3. EXECUTION.

3.A. (U) COMMANDER~S INTENT.

3.A.1. (U) PURPOSE. THIS FRAGO DETAILS THE ARMING, DISARMING AND
MANAGEMENT OF DOD CONTRACTORS IN AFGHANISTAN.

3.A.2. (U) METHOD. REQUESTING OFFICIALS (RO), CONTRACTING OFFICERS
(KO), CONTRACTING OFFICER REPRESENTATIVES (COR) AND CONTRACTORS, WILL
ENSURE DOD CONTRACTORS ARE ARMED IN COMPLIANCE WITH U.S. LAW, DOD,
USCENTCOM AND USFOR-A POLICY AND REGULATION AND ALL RELEVANT
INTERNATIONAL AGREEMENTS. THE ARMED CONTRACTOR OVERSIGHT DIRECTORATE
(ACOD) WILL FACILITATE THE ARMING AUTHORIZATION PROCESS AND PROVIDE
OVERSIGHT REPORTING TO USFOR-A AND HIGHER HEADQUARTERS AS REQUIRED.

3.A.3 (U) END STATE. ALL DOD CONTRACTORS WILL BE UNARMED EXCEPT THOSE:

3.A.3.A. (U) THAT ARE PROVIDING ARMED SECURITY SERVICES INSIDE
NATO/U.S. AGREED FACILITIES AND AREAS.

3.A.3.B. (U) WHO REGULARLY PERFORM THEIR CONTRACTUAL DUTIES OUTSIDE OF
AGREED FACILITIES AND AREAS IN SUPPORT OF NATO/U.S. MISSIONS.

3.A.3.C. (U) WHO HAVE RECEIVED USFOR-A AUTHORIZATION. ALL DOD
CONTRACTORS MUST BE IN COMPLIANCE WITH AFGHAN LAW.

3.B. (U) TASKS TO SUBORDINATE UNITS.

3.B.1. (U) HQ USFOR-A, CSTC-A, JTF-3, SOJTF-A, TASK FORCE (TF) ODIN,
3ID (-), 1 CAV (-), 4TH RESOLUTE SUPPORT SUSTAINMENT BRIGADE (4TH
RSSB), TF DRAGONSLAYER, TF PALEHORSE, 3-187 IN (TRF), TF VOLUNTEER, TF
SOLID, MISTF-A, JDA-A, TF SIGNAL, C-JSTCC, TAA, 10TH MP BN (CID), 9TH
AETF.

3.B.1.A. (U) THE RO IS THE OFFICIAL WHO IS RESPONSIBLE FOR A MISSION
WHICH REQUIRES THE SUPPORT OF ARMED PERSONNEL.

3.B.1.A.1. (U) THE RO MUST BE AN 0-6 OR GS-15 OR ABOVE. RO DUTIES AND
RESPONSIBILITIES ARE SET FORTH IN ATTACHMENT 1 (DUTIES OF REQUESTING
OFFICIAL, CONTRACTING OFFICER, CONTRACTING OFFICER REPRESENTATIVE,
AGENCY AND CONTRACTOR) .
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3.B.1.B. (U) ALL ETP ARMING REQUESTS WILL BE SUBMITTED BY THE RO VIA A
MEMORANDUM OR LETTER TO USFOR-A. EXAMPLE CAN BE FOUND IN ATTACHMENT 2
(EXCEPTIONS TO POLICY REQUESTS).

3.B.1.B.1. (U) ARMED SECURITY ETP REQUESTS WILL SET FORTH SPECIFIC
INFORMATION JUSTIFYING THE REQUIREMENT TO CARRY STANDARD WEAPONS INSIDE
A U.S./NATO FACILITY:

3.B.1.B.2. (U) AN ASSESSMENT OF THE LEVEL OF RISK AND SECURITY
SITUATION WHERE THE INDIVIDUAL WILL OPERATE, A DETAILED AND NARROWLY
TAILORED SCOPE OF MISSION COVERING A SPECIFIC DESCRIPTION OF THE
LOCATION OF OPERATIONS, AND FACILITIES.

3.B.1.B.3. (U) IT WILL OUTLINE THE DURATION OF THE MISSION (I.E.
RESTRICTED TO ON-DUTY PERIODS), COMMUNICATIONS AND INTERACTION PLANS
WITH U.S./NATO FORCES. ARMED SECURITY 1S RESTRICTED TO U.S./NATO
FACILITIES AND WILL NOT INCLUDE MOVEMENT OFF-POST.

3.B.1.B.4. (U) NON-STANDARD WEAPONS MAY ONLY BE REQUESTED UNDER ARMED
SECURITY ETP MEMOS. ANY REQUEST FOR NON-STANDARD WEAPONS MUST EXPLAIN
IN DETAIL HOW THE NON-STANDARD WEAPON WILL BE EMPLOYED.

3.B.1.C. (U) SELF-DEFENSE/PERSONAL PROTECTION ARMING. THE ETP ARMING
REQUEST WILL SET FORTH SPECIFIC INFORMATION JUSTIFYING THE REQUIREMENT
TO CARRY A STANDARD WEAPON; A DETAILED AND NARROWLY TAILORED SCOPE OF
MISSION; AN ASSESSMENT OF THE LEVEL OF RISK AND SECURITY SITUATION
WHERE THE INDIVIDUAL WILL OPERATE; A SPECIFIC DESCRIPTION OF THE
GEOGRAPHIC AREA OF OPERATIONS; THE DURATION OF THE MISSION; AND
IDENTIFICATION OF THE WEAPON(S) TO BE CARRIED OUTSIDE OF U.S./NATO
FACILITIES.

3.B.1.D. (U) ALL REQUESTS FOR ETP WILL INCLUDE THE FOLLOWING
ACCOMPANY ING DOCUMENTS, IN ACCORDANCE WITH (1AW) ATTACHMENT 3 (ETP FORM
EXAMPLES) :

3.C.1.D.1. (U) SYNCHRONIZED PRE-DEPLOYMENT OPERATIONAL TRACKER (SPOT)
EMPLOYMENT LETTER OF AUTHORIZATION (LOA).

3.C.1.D.2. (U) DD FORM 2760 (DOMESTIC VIOLENCE).

3.C.1.D.3. (U) LAW OF ARMED CONFLICT/RULES FOR USE OF FORCE TRAINING
CERTIFICATION.

3.C.1.D.4. (U) ACKNOWLEDGEMENT OF TRAINING AND LIABILITY SIGNED BY THE
INDIVIDUAL CONTRACTOR AND COMPANY REPRESENTATIVE (BOTH PRIME AND
SUBCONTRACTORS) .

3.C.1.D.5. (U) WEAPONS QUALIFICATIONS SCORECARDS TO INCLUDE
IDENTIFICATION OF HITS AND MISSES, DATE, LOCATION OF THE RANGE AND THE
NAME AND SIGNATURE OF THE SCORER/RANGE MASTER.

3.C.1.D.6. (U) BIOMETRIC CLEARANCE (NON-U.S. CITIZENS ONLY), 1AW
ATTACHMENT 4 (BIOMETRICS).
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3.C.1.D.7. (U) BACKGROUND INVESTIGATION SUMMARY, 1AW ATTACHMENT 5
(BACKGROUND INVESTIGATIONS).

3.C.1.D.8. (U) GIROA WEAPONS PERMITS: WHILE NOT PART OF THE INITIAL
SUBMISSION, DOD CONTRACTORS WILL PROVIDE A COPY OF THEIR GIROA ISSUED
WEAPONS PERMIT OR ARMING LICENSE TO ACOD UPON RECEIPT OF THESE
DOCUMENTS, 1AW ATTACHMENT 6 (COMPLIANCE WITH GIROA LAWS AND WEAPONS
PERMITS).

3.C.1.D.9. (U) CONTRACT DATA: ALL DOD CONTRACTORS WILL PROVIDE ACOD
COPIES OF THEIR CONTRACT WHICH INDICATES PERSONNEL CAN BE ARMED,
PERIODS OF PERFORMANCE, AND PERFORMANCE WORK STATEMENTS. ONE COPY FOR
EACH PRIME CONTRACT AND SUB-CONTRACT. COPIES OF CONTRACTS ARE NOT
REQUIRED FOR EACH ETP SUBMISSION.

3.C.1.D.10. (U) SPOT REQUIREMENTS. USE OF THE SYNCHRONIZED PRE-
DEPLOYMENT AND OPERATIONAL TRACKER (SPOT) SYSTEM IS MANDATED. SPOT WILL
BE USED TO CONDUCT BACKGROUND AND POSITIVE IDENTIFICATION OF DOD
CONTRACTOR PERSONNEL, INCLUDING LOCAL NATIONALS (LN) AND OTHER COUNTRY
NATIONALS (OCN). ARMING OF DOD CONTRACTORS WILL NOT BE ALLOWED UNLESS
ENROLLED IN SPOT. SPECIFIC REQUIREMENTS AND GUIDANCE 1S PROVIDED IN
REFERENCE I, ANNEX C, APP. 8.

3.C.1.E. (U) THE DOD CONTRACTOR EMPLOYEE MUST CARRY ON HIS/HER PERSON
THE OPERATIVE ARMING AUTHORIZATION LETTER, SPOT LOA, AND PROOF THAT
HE/SHE HAS OBTAINED THE REQUIRED AFGHANISTAN LICENSE OR PERMIT. ARMED
PERSONNEL MUST PRESENT SUCH DOCUMENTS TO THE ACOD, SECURITY PERSONNEL
AT ECPS, AUDITORS, AND MILITARY OR CIVILIAN PERSONNEL IN THEIR CHAIN OF
COMMAND UPON REQUEST.

3.C.1.F. (U) SERIOUS INCIDENT REPORTS (SIR) AND REVOCATIONS. COMMANDER
USFOR-A, OR DESIGNEE, IS THE ARMING AUTHORITY AND THE SOLE SOURCE FOR
REVOKING PREVIOUSLY GRANTED PERMISSION TO BE ARMED.

3.C.1.F.1. (U) SIR RELATED TO MISCONDUCT OR NEGLIGENT DISCHARGES ARE
THE BASIS OF MOST REVOCATIONS. ALL SIRS WILL BE REPORTED AND
INVESTIGATED AS OUTLINED IN ATTACHMENT 7(SERIOUS INCIDENT REPORT AND
REVOCATIONS) .

3.C.1.G. (U) THE REQUESTING OFFICIAL AND U.S./NATO FACILITY/GARRISON
COMMANDERS RETAIN THE AUTHORITY TO SECURE WEAPONS OF ANY CONTRACTOR OR
FOR SAFETY OR AS THE SECURITY AND NEEDS OF THE FACILITY MAY DICTATE.
THIS IS NOT A REVOCATION BUT A TEMPORARY RESTRICTION.

3.C.1.H. (U) WEAPONS WILL BE STORED IN ACCORDANCE WITH DOD POLICY AND
LOCAL GARRISON COMMANDER DIRECTIVES. THESE REQUIREMENTS MAY VARY BY
LOCATION AND WILL BE PUBLISHED SEPARATELY. WEAPONS MUST BE SECURED
WHEN NOT IN USE. WEAPONS MAY NOT BE SECURED IN VEHICLES. QUESTIONS
REGARDING DOD POLICY MAY BE REFERRED TO THE LOCAL GARRISON COMMAND OR
THE JOINT SECURITY OFFICE (JSO). JSO POC CAN BE FOUND IN PARAGRAPH
5.B.3.
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3.C.1.1. (U) IAW REFERENCE L, DOD ARMED SECURITY CONTRACTORS WILL NOT
BE FROM AFGHANISTAN OR ANY NEIGHBORING COUNTRY .

3.C.1.1.1. (U) TO ALLOW FOR RESPONSIBLE TRANSITION, CURRENT ARMED
CONTRACTS EMPLOYING LOCAL NATIONALS WILL BE GRANDFATHERED THROUGH THE
END OF THE EXISTING CONTRACT. FURTHER EXTENSIONS MUST BE SEPARATELY
APPROVED BY COMMANDER, USFOR-A OR DESIGNEE.

3.C.1.J. (U) IAW REFERENCE G ARMED CONTRACTOR OVERSIGHT DIRECTORATE
(ACOD) WILL PROVIDE OVERSIGHT OF ARMED CONTRACTORS IN AFGHANISTAN, TAW
ATTACHMENT 8 (ACOD (ARMED CONTRACTOR OVERSIGHT DIRECTORATE) DUTIES).

3.C.1.J.1. (U) ACOD WILL RECEIVE, PROCESS, AND MANAGE ALL ETP ARMING
REQUESTS IN THE CIVILIAN ARMING AUTHORIZATION MANAGEMENT SYSTEM
(CAAMS), 1AW ATTACHMENT 9 (CAAMS CIVILIAN ARMING AUTHORIZATION
MANAGEMENT SYSTEM) .

3.C.1.K. (U) RO, KO, COR, WILL TRACK AND REPORT COMPLIANCE WITH ARMING
REQUIREMENTS INCLUDING EXCEPTION TO POLICY REQUESTS, MONTHLY ROSTERS,
QUARTERLY CENSUS, AND SERIOUS INCIDENT REPORTS VIA, AND IN COORDINATION
WITH AND AS DIRECTED BY ACOD.

3.C.1.L. (U) 2015 RECERTIFICATION ALL CONTRACTOR EMPLOYEES WHO HAVE AN
EXISTING ARMING AUTHORIZATION LETTER MUST BE RECERTIFIED BY SUBMISSION
OF A COMPLETE ETP REQUEST NO LATER THAN 31 MARCH 2015, 1AW ATTACHMENT
10 (2015 RE-AUTHORIZATION FOR CURRENTLY ARMED CONTRACTORS) .

4_D. (U) COORDINATING INSTRUCTIONS.
4.D.1. (U) DIRECT LIAISON AUTHORIZED (DIRLAUTH) ALL CONCERNED (ALCON).

3.D.2. (U) FOR SELF-DEFENSE ANY STANDARD WEAPON IN ADDITION TO THE
STANDARD (9 MM NATO) PISTOL MUST BE SEPARATELY JUSTIFIED IN ALL ETP
REQUESTS. NON-STANDARD WEAPONS ARE NOT ALLOWED FOR SELF-DEFENSE ARMING.

3.D.3. (U) ONLY U.S. GOVERNMENT APPROVED WEAPONS AND AMMUNITION WILL BE
CONSIDERED FOR AUTHORIZATION UNLESS THE RO OBTAINS A SEPARATE WAIVER
FROM COMMANDER, USFOR-A OR HIS DESIGNEE.

3.D.4. (U) CONCEALED WEAPONS ARE NOT PERMITTED UNLESS THE RO OBTAINS A
SEPARATE WAIVER FROM COMMANDER, USFOR-A OR HIS DESIGNEE.

3.D.5. (U) REQUESTS CONTAINING BLANKET JUSTIFICATION FOR ARMING ARE
UNACCEPTABLE. JUSTIFICATION SHOULD BE SPECIFIC TO THE INDIVIDUAL,
SITUATION, AND CIRCUMSTANCES WHICH REQUIRE ARMING.//

3.D.6. (U) COMMANDER USFOR-A DELEGATES THE AUTHORITY TO ARM DOD
CONTRACTORS AND CIVILIANS TO THE DCDR-S. IN THE EVENT DCDR-S IS NOT
OCCUPIED BY A GENERAL OR FLAG OFFICER OR A CIVILIAN EQUIVALENT, ARMING
AUTHORITY PASSES TO DEPUTY COMMANDER-OPERATIONS (DCDR-0). IN THE EVENT
BOTH THE DCDR-S AND THE DCDR-O ARE NOT OCCUPIED BY A GENERAL OR FLAG
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OFFICER OR A CIVILIAN EQUIVALENT, ARMING AUTHORITY PASSES TO THE USFOR-
A DEPUTY COMMANDER.//

GENTEXT/ADMINISTRATION AND LOGISTICS/
4. (U) ADMIN AND LOGISTICS.

4_A. (U) BIOMETRIC EQUIPMENT OPERATORS. SEE ATTACHMENT 4 (BIOMETRICS).

GENTEXT/COMMAND AND SIGNAL/
5. (U) COMMAND AND SIGNAL.

5.A. (U) COMMAND RELATIONSHIPS. NO CHANGE.
5.B. (U) POINT OF CONTACT.
5.B.1. (U) CAPT KEVIN SHEIL, USN, USFOR-A, ACOD DIRECTOR, VOIP: 318-

436-7367, SVOIP: 308-449-0356, NIPR: KEVIN.SHEIL@AFGHAN.SWA.ARMY._MIL,
SIPR: KEVIN.SHEIL@AFGHAN.SWA.ARMY.SMIL .MIL.

5.B.2. (U) CDR RON GIUSSO, JAGC, USN, USFOR-A, ACOD LEGAL AND POLICY
ADVISOR, VOIP: 318-436-7535, SVOIP: 308-532-8011, NIPR:
RONALD.R.GIUSSO@QAFGHAN.SWA.ARMY.MIL, SIPR:
RONALD.R.GIUSSO@AFGHAN . SWA_ARMY .SMIL _MIL.

5.B.3. MAJ LEE JOHNSON, USFOR-A JSO, SVOIP: 308-431-8422;
LEE .M.JOHNSON@AFGHAN . SWA_ARMY .SMIL _MIL.

5.B.4. (U) UNIFORM RESOURCE LOCATORS (URL).
5.B.4.A. (U)SHAREPOINT: HTTP://USFORA.AFGHAN._SWA.ARMY .MIL /SITES/ACOD.

5.B.4.B. (U) TF BIOMETRICS ORG BOX: TFBIOBEI@AFGHAN.SWA_ARMY_MIL.//

(U) ACKNOWLEDGE .

CAMPBELL
GEN

OFFICIAL:
FULLER
DCDR-OPERATIONS

10 ATTACHMENTS:
ATT 1 — DUTIES OF REQUESTING OFFICIAL, CONTRACTING OFFICER, CONTRACTING

OFFICER REPRESENTATIVE, AGENCY AND CONTRACTOR.
ATT 2 — EXCEPTIONS TO POLICY REQUESTS

ATT 3 — ETP FORM EXAMPLES

ATT 4 — BIOMETRICS

ATT 5 — BACKGROUND INVESTIGATIONS

ATT 6 — COMPLIANCE WITH GIROA LAWS AND WEAPONS PERMITS
ATT 7 - SERIOUS INCIDENT REPORT AND REVOCATIONS

UNCLASSIFIED//FOR OFFICIAL USE ONLY//


mailto:KEVIN.SHEIL@AFGHAN.SWA.ARMY.MIL
mailto:KEVIN.SHEIL@AFGHAN.SWA.ARMY.SMIL.MIL
mailto:RONALD.R.GIUSSO@AFGHAN.SWA.ARMY.MIL
mailto:RONALD.R.GIUSSO@AFGHAN.SWA.ARMY.SMIL.mil
mailto:lee.m.johnson@afghan.swa.army.smil.mil
mailto:TFBIOBEI@AFGHAN.SW

UNCLASSIFIED//FOR OFFICIAL USE ONLY//

ATT 8 — ACOD (ARMED CONTRACTOR OVERSIGHT DIRECTORATE) DUTIES
ATT 9 - CAAMS CIVILIAN ARMING AUTHORIZATION MANAGEMENT SYSTEM
ATT 10- 2015 RE-AUTHORIZATION FOR CURRENTLY ARMED CONTRACTORS

BT
#0290
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ATTACHMENT 1 – DUTIES OF REQUESTING OFFICIAL (RO), CONTRACTING OFFICERS (KO), CONTRACTING OFFICER REPRESENTATIVES (COR), CONTRACTING AGENCIES AND CONTRACTORS



1. (U) Duties of RO (O-6, GS-15 or above).



1.A. (U) RO will determine the need to arm DOD contractors IAW Afghanistan and U.S. law and this FRAGO.



1.B. (U) RO will submit an exception to policy (ETP) request for any DOD contractor seeking to be armed in Afghanistan.



1.C. (U) RO will narrowly scope specific missions that call for personnel to carry weapons.



1.D. (U) RO will ensure that a thorough background check on each armed contractor employee has been performed. The RO will determine if the background check performed by the contractor is adequate and, if not, will direct further action. Background checks should include, at a minimum, verifying criminal history records with local Afghan police or national directorate for security, Interpol, country of origin, FBI/CIA or equivalent records systems, and, for LNs, obtaining letters of reference from village elders. RO will retain background check information during the contractor’s employment and, at a minimum, for twelve months following completion/termination of the contract. 



1.E. (u) RO will ensure that all armed contractor employees are in good standing with respect to required training, including rules of use of force, law of armed conflict and annual weapons qualifications.



1.F. (U) RO will regularly assess the need to be armed for all armed contractor employees.  This will include a regular reassessment of the scope of mission and all criteria set forth originally to justify the arming request.



1.G. (U) RO will implement a communications plan between armed contractors and U.S. Forces, including to relay threat information and develop movement plans to track contractors as they travel in CJOA-A.



1.H. (U) RO will report and track serious incidents related to their armed contractors to include; any discharge of a weapon, hostile encounters, road closures preventing transit while armed, threats, and any situation which could reflect negatively on the U.S./NATO mission. Attachment 7.



1.I. (U) RO will disarm contractors when directed, anytime the contractors present a risk to mission or personnel, anytime disarming is necessary for the safety or security of the unit or installation, or for non-compliance by the contractor with the requirements herein.



[bookmark: _GoBack]1.J. (U) RO will ensure that weapons utilized by DOD contractors are stored in accordance with applicable regulations and policies to include, at a minimum, a double lock securing mechanism for each weapon IAW Ref. O. A trigger lock, while encouraged, is not a sufficient locking mechanism, weapons will not be stored in vehicles. Requirements to security weapons will be published by the Physical Security Office and U.S./NATO Facilities. 



1.K. (U) RO will advise all DOD contractors, IAW Ref. I, that Afghanistan may exercise jurisdiction over DOD contractors and contractor employees.



1.K.1. (U) RO will ensure that all DOD contractors are armed in accordance with Afghan laws and have obtained any required license or weapons permit.



1.L. (U) RO will nominate, qualify and supervise a COR to work with the contracting officers, contractors, and ACOD. RO will ensure that CORs comply with requirements outlined in Refs. G and K - N, and is familiar with the arming requirements.



1.M. (U) Training a successor RO is a mandatory turnover item. ACOD must be notified of the identity of the new RO before turnover. Upon assumption of assignment, the new RO will ensure that all existing arming requests approved by the previous RO remain valid and certify the same to ACOD.



2. (U) Contracting Officer (KO) Duties.



2.A. (U) KO retain the legal authority to direct armed contractors in the performance of their contracts.



2.B. (U) KO will ensure all contracts and all tiers of subcontracts involving armed contractors include a requirement to comply with all USFOR-A, CENTCOM and DOD arming policies.



2.C. (U) KO will ensure that all clauses and requirements mandated by the FAR and DFAR are included in the contract.

2.D. (U) KO will ensure that the appropriate government furnished life support/authorized government services are indicated in the contract, SPOT, and CAAMS.



2.D.1 (U) KO will ensure that the contract and individual data in SPOT is accurate, including location and job description.



2.D.2. (U) Prior to any ETP arming request, KO will set individual’s deployment status to open/active.



2.D.3. (U) Per USCENTCOM policy, the KO will ensure the deployment purpose listed in SPOT is not vague, but is descriptive of the work and reason the person is employed. 



2.D.4. (U) KO will remove authorized government services allowing weapons eligibility from those employees who will not be armed.



2.E. (U) KO will review and approve background investigations provided by contractor, prior to ETP arming requests. At a minimum a summary of the investigation must be provided with ETP request.



2.E.1. (U) KO will provide actual background investigation to ACOD upon request, or as required to relevant personnel during investigations.



2.G. (U) KO will register in CAAMS, approve COR and vendor (Contractor) registration in CAAMS.



2.G.1. (U) KO will utilize CAAMS to process, review and approve arming requests prior to submission to RO. 



2.G.2. (U) KO will ensure that the correct contract managing agency is set forth in CAAMS.



3. (U) COR Duties.



3.A. (U) CORs will function as the primary liaison between the contracting officer, the contractor and the supported command (RO).  



3.B. (U) CORs will ensure that all contractor employees are enrolled and compliant with the biometric registration requirements.



3.C. (U) COR’s duties must be the designated individual’s primary responsibilities in either of the following cases: the COR is assigned to an armed security contract, or the COR is assigned to any other contract(s) with an aggregate of 25 armed personnel.



3.D. (U) CORs will assist the RO by tracking training and weapons qualification dates and conducting spot-checks on annual requirements.



3.E. (U) CORs are responsible for collecting all data that is required to be submitted in an ETP. CORs are responsible for verifying submissions as accurate and regularly updating all such data.



3.F. (U) CORs are responsible for regularly verifying that all DOD contractor employees are complying with DOD regulations, applicable Afghan law, and that they carry on their person a copy of their LOA and any required Afghan license or permit.



3.G. (U) CORs  must ensure that all DOD contractor employees are properly securing weapons when not on duty.



3.H. (U) CORs will collect monthly arming rosters and confirm accuracy prior to submitting same to RO, KO, and ACOD.



4. (U) DOD Contracting Agencies.



4.A. (U) DOD contracting agencies are requested to oversee contracting officers as they enter into, administer, and terminate contracts for the provision of armed contractor services.



5. (U) Contractor Duties.



5.A. (U) Contractors must comply with the terms of their contract for employment, DOD, USCENTCOM, USFOR-A policies and regulations, and all applicable U.S. and Afghan laws.



5.B. (U) Contractors are responsible for performing and documenting a thorough background check on each armed contractor employee. The KO may direct additional background investigation if they determine the contractor’s background check is inadequate. Background checks should include verifying criminal history records with local Afghan police or national directorate for security, Interpol, country of origin, FBI/CIA or equivalent records systems, and, for LNs, obtaining letters of reference from village elders. The contractor will retain background check information during the period of employment under the contract and, for a minimum, of twelve months following completion/termination of the contract. Background check information will be submitted to the contracting officer. 



5.C. (U) Contractors must submit monthly arming rosters to ACOD, CORs and the RO, no later than the first of the month, for all armed contractor personnel. The monthly arming roster will be submitted in the format specified by ACOD.



5.D. (U) Contractors must allow the contracting officer or designee, ACOD or other designated U.S. government representative to enter any contractor facility in Afghanistan to review and evaluate the contractor’s performance, training, and/or maintenance of armed contractor records.



5.E. (U) Contractors must carry SPOT LOA, arming authorization letters and Afghan weapons permits or licenses on their person. 




[bookmark: _GoBack]ATTACHMENT 10 – 2015 RECERTIFICATION OF ARMED DOD CONTRACTORS IN AFGHANISTAN 

1.(U) Commencing 01 Jan 2015, all armed DoD contractors who are currently authorized to be armed in Afghanistan are required to request an exception to policy (ETP) for arming authorization (recertification).



1.A. (U) Requesting Officials will have until 31 March 2015 to comply with this requirement.



1.B. (U) There is no waiver for personnel who are not currently authorized. 



2. (U) All recertification ETP requests will comply with the terms outlined in this FRAGO.



2.A. (U) Self-Defense ETP requests will require an individual Requesting Official (RO) Memo.



2.B. (U) Armed Security ETP requests may submit list by group, if all have same justification.



2.C. (U) All recertification ETP requests will include newly signed DD Form 2760, Rules for the Use of Force/Law of Armed Conflict Training acknowledgements, SPOT employment LOA, and training and liability statements (signed by the individual, prime and/or sub-contractor).



2.D. (U) All SPOT employment letters of Authorization must be dated ON OR AFTER 01 DEC 2014.



2.E. (U) All ETP requests will include current weapons qualifications. Authorizations are invalid if weapons qualifications are out of date.  Therefore, the most current scorecard must be submitted.



2.F. (U) All ETP requests will include a summary of the required background investigation, annotating what was done and the results. Personnel with a U.S. security clearance may annotate such, as outlined in Attachment 5.

2.F.1. (U) The COR/KO will maintain original background investigation documents, and provide them to ACOD upon request.



2.G. (U) ALL ETP requests will include a new certification that LN or OCN contractor has been biometrically enrolled, screened against the watch list and cleared (non-U.S. Citizens only).



2.H.  (U) The contractor must provide a copy of the GIROA weapons permit or license to the COR and ACOD upon receipt of same.



3. (U) Any Armed Contractor who does not fall under one of the two narrow exceptions to policy which allows contractors to be armed must be disarmed.



3.A.. (U) RO will notify ACOD of personnel who are disarmed.



3.B. (U) All weapons from disarmed personnel are to be processed for removal from Afghanistan in accordance with standard logistics process.



4. (U) All ETP requests and certifications will be processed in the Civilian Arming Authorization Management System (CAAMS).



4.A. (U) Step 1: Contractor requests arming by submitting required documents.



4.B. (U)	Step 2: KO/COR will verify Biometric enrollment and clearance.



4.C. (U) Step 3: KO/COR will QC the packet for completeness and verify qualifications/training.



4.D. (U) Step 4: KO/COR will upload RO Memo.



4.E. (U) Step 5: ACOD will QC packet.



4.F. (U) Step 6: Legal Review by ACOD. 



4.G. (U) Step 7: USFOR-A signature.




ATTACHMENT 2 – DETAILS OF PROCESS TO REQUEST EXCEPTION TO POLICY FOR ARMING OF DOD CONTRACTOR EMPLOYEES



1. (U) Purpose. Arming requests for DOD contractors in Afghanistan shall follow these procedures.



2. (U) Only DOD contractors who either provide armed security services inside U.S./NATO facilities or who regularly perform contractual/mission duties outside of U.S./NATO facilities in support of U.S./NATO missions, including the provision of training, advice and assistance to Afghan national security defense forces (ANSDF) will be considered for an arming request.



2.A. (U) RO will submit an ETP request IAW this FRAGO (RO Memo). RO will draft the ETP arming request for DOD contractors and route the request via CAAMS to ACOD for submission to USFOR-A DCDR-S.  The RO letter must include the information listed in CENTCOM policy at Ref. G.



[bookmark: _GoBack]2.A.1. (U) All ETP requests will set forth specific information justifying the requirement to carry a standard weapon, a detailed and narrowly tailored scope of mission, an assessment of the level of risk and security situation where the individual will operate, a specific description of the geographic area of operations, the duration of the mission, a summary of the communications and movement plans between contractor personnel and U.S. military forces, and identification of the weapon(s) to be carried. 



2.A.2. (U) The ETP request (RO Memo) will be initiated based on a Contractor request to arm their employee(s). That request (i.e. submission of documents by contractor in CAAMS) will be reviewed and approved by KO or representative prior to drafting the RO memo.    



2.B. (U) The following are mandatory inclusions in the arming request package (see Attachment 3):



2.B.1. (U) Synchronized Pre-Deployment Operational Tracker employment Letter of Authorization (SPOT LOA);



2.B.2. (U) DD Form 2760, Qualification to Possess Firearms or Ammunition (Lautenberg Amendment). 



2.B.3. (U) Law of Armed Conflict/Rules for Use of Force training certification.



2.B.4. (U) Acknowledgement of training and liability form, signed by the contractor and an authorized representative of the contractor’s employing company (prime and subcontractor, if applicable). This form acknowledges the training, responsibilities, potential liability, and conditions for authorization to carry weapons.



2.B.5. (U) Background investigation summary. A background investigation on each individual must be conducted to determine suitability to be armed.  A copy of the results must be maintained by the KO/COR and made available to the RO, ACOD or investigators as requested.  A document summarizing the results of the investigation is sufficient for submission as part of the ETP request.



2.B.6. (U) Weapons qualifications scorecards. The individual weapons scorecard must indicate total number of hits/misses and should be issued by or comparable to those used by any DoD agency on the DD Form 5704-R. Range cards must be dated and signed by the range master, indicate the name of the range master and must set forth the name/location of the range used during the qualification.



2.B.6.A. (U) Standard weapons are defined by CENTCOM policy, Ref. G. The standard pistol (9mm NATO) is the presumed weapon for self-defense arming. The standard rifle (5.56 NATO) may be requested for armed security and also for self-defense with added justification. The AK-47 or equivalent is a standard weapon. Note: requesting the standard AK (7.62 NATO) also requires ensuring ammunition supply and qualification range availability.



2.B.7. (U) Biometric verification letter. Biometric verification and clearance is required for local nationals and all other country nationals. This letter is not required for U.S. citizens. Individuals will be enrolled and checked against watch lists. The COR will sign (or have a military/DoD civilian screener sign) and submit the biometric verification to the RO to be included in the ETP request. 



2.B.8. (U) A copy of the relevant portions of the contract and all relevant tiers of subcontracts, including the face page of the contract, the sections identifying parties, the terms of performance, identification of any options to the contract, any portions dealing with arming of contractors, the section identifying whether government furnished life support (GFLS) or Authorized Government Services shall be provided, the section itemizing what government services are authorized or provided, the signatures to the contract, any reporting requirement and/or quality assurance provisions regarding weapons or arming, and any modifications and amendments relevant thereto. The contract must include mandatory language contained in the defense federal acquisition regulation supplement (DFARS) with respect to contractor personnel supporting U.S. armed forces deployed outside the United States. (Ref. K-N.)



2.B.8.A. (U) The contract end date and period of performance must be clearly marked.



2.B.8.B. (U) If relevant, the contract must expressly allow the contractor to carry weapons for self-defense or personal protection and must require the contractor to comply with all DOD policies on arming.



2.B.8.C (U) NOTE: Contract data needs to be submitted for each contract, but is not required to be submitted for each individual. Contract should be sent to ACOD and filed in a respective contract folder.



2.B.9. (U) For contractors performing security functions and those performing contractual duties outside of agreed facilities, an acknowledgment that they have complied with Afghan law and regulations for licensing and weapons permitting as outlined in Attachment 8.



3. (U) Requirements for requesting a waiver to policy for nonstandard weapons.



3.A.  If the RO determines that nonstandard weapons or ammunition are required, the RO will endorse an additional ETP request for a waiver to carry nonstandard weapons. This RO letter will be submitted to ACOD for processing and include all requirements of a standard weapons request.



3.A.1. (U) A justification describing the need for nonstandard weapons.



3.A.2. (U) A statement of whether the weapons are government-furnished equipment or contractor-furnished equipment.



3.A.3. (U) The name of each DOD contractor requesting authorization to use the nonstandard weapons. The individuals must be named in the body of the letter. 



3.A.4. (U) Documentation that each DOD contractor requesting use of the non-standard weapon has already completed, or is concurrently submitting, a standard arming authorization ETP request.



3.A.5. (U) Weapons qualifications scorecards for the nonstandard weapon requested. These qualifications must be a DOD or USG agency qualification, or comparable qualification if a DOD or USG agency qualification does not exist for the chosen weapon. The scorecard should clearly indicate the type of weapon, the minimum passing score, and the actual score in total hits or misses. Scorecards must indicate the name of the scorer/range master and the range name/location.



3.A.6. (U) Each Non-Standard weapon type must be approved separately. Non-Standard weapons are only available to those granted an ETP for Armed Security.    



4. (U) (U) Translation and/or explanation of documents. All documents/forms may be translated verbatim into a native language understood by the person requesting arming. If the person cannot read the form, the substance of the form will be explained to him/her so he/she can truthfully sign the document/form.



4.A. Signature. A person must sign a document for himself or herself using a signature, mark or fingerprint, or another acceptable means to reflect that he/she has understood and completed the document signed.



4.A.1. (U) If the document is signed by a fingerprint, then it must be witnessed by another person whose name is set forth and who also signs the document. A fingerprint by a witness is not acceptable.



5. (U) All documents must be contemporaneous.  The practice of using old memos with a new attached roster is impermissible.



6. (U) ACOD will review and determine if submissions meet criteria prior to onward submission for approval.




ATTACHMENT 3 — Templates and examples for applicable arming
documents

1. (U) REQUESTING OFFICIAL (RO) MEMO

a. (U) RO Memo ARMED SECURITY
b. (U) RO Memo SELF DEFENSE

(U) Biometric Verification Letter

(U) Rules of Force / Law of Armed Conflict Training
(U) Acknowledgement of Training (Contractor)

(U) (DD FORM 2760) Domestic Violence check

(U) SPOT LOA sample

(U) PISTOL SCORECARD - Example

(U) RIFLE SCORECARDS - Example

© 0 N o 0 B~ W N

(U) BACKGROUND CHECK





UNCLASSIFIED/FOUO
[COMMAND LETTERHEAD/ADDRESS]

[YOUR UNIT IDENTIFIER/OFFICE SYMBOL] [DATE]
MEMORANDUM FOR United States Forces-Afghanistan Deputy Commander — Support
SUBJECT: Exception to Policy Request for Authorization for DoD Contractor

Employees to be Armed for the Provision of Armed Security Inside US/NATO Bases in
the Afghanistan Theatre of Operations

=

. References: (please ensure most recent versions are used)

a. (U) USCENTCOM FRAGO 05-02-007 to OPORD 05-02

b. (U) USFOR-A FRAGO 15-XXX, Directs the Arming Authorization Process, DTG
c. (U) U.S./GIROA Security and Defense Cooperation Agreement, 30 Sep 2014
d. (U) USFOR-A Memorandum, Arming Authorization Applicable to All DoD
Contractors in the CJOA-A, 17 Dec 14

2. | am requesting an exception to policy arming authorization for the DoD Contractor
employee(s) listed in this paragraph. He/she/they are employed by [name of
company/agency] under contract [full contract number and TO if applicable], and will
be supporting/are assigned to [name of program/unit].

LAST First National ID Number, i.e. Position/Job
(alphabetical) Passport /Taskera Title

(may list multiple

names)

3. | request they be authorized to carry the following types of weapons:

[List weapon types, e.g., M9, M11, M4, etc. “or equivalent” after a weapon type.

If the RO determines that non-standard weapons are justified, the RO must provide
specific information detailing the reasons why non-standard weapons are needed,
whether they will be fixed or movable, and the storage and maintenance plan for the
requested non-standard weapons.]

4. Justification: [Provide a description of the armed security mission (i.e., what is to be
guarded), an assessment of the risk and security situation on the US/NATO base
where the contractor will operate, a description of the daily duty periods for the
contractor.]

5. Justification [Include information related to why means other than contractor
provided security services are insufficient to provide security inside the US/NATO
base.]

6. Communication Plan [Describe how communications will be coordinated with the
applicable military authorities. A standard written policy may be cited.]





7. Background Investigation [The Company is required to conduct a background check
on each employee - this data needs to be provided to the Contracting Officer and
screened to RO satisfaction.]

8. (For OCN and LN ONLY) The personnel have been biometrically verified and vetted
against watch list databases.

9. The POC for this request is [list name, phone number and email address].

[NAME OF RO]

[Rank, branch of service/civilian grade]
[Position-Commanding, or Chief, DISO-A]





UNCLASSIFIED/FOUO

[COMMAND LETTERHEAD/ADDRESS]

[YOUR UNIT IDENTIFIER/OFFICE SYMBOL] [DATE]

MEMORANDUM FOR United States Forces-Afghanistan Deputy Commander —
Support

SUBJECT: Exception to Policy Request for Authorization for DoD Contractor
Employees to be Armed for Self-Defense in the Afghanistan Theatre of Operations

[EEN

. References: (please ensure most recent versions are used)

a. (U) USCENTCOM FRAGO 05-02-007 to OPORD 05-02

b. (U) USFOR-A FRAGO 15-XXX, Directs the Arming Authorization Process, DTG
c. (V) U.S./GIROA Security and Defense Cooperation Agreement, 30 Sep 2014
d. (U) USFOR-A Memorandum, Arming Authorization Applicable to All DoD
Contractors in the CJOA-A, 17 Dec 14

2. | am requesting an exception to policy arming authorization for the DoD Contractor
employee listed in this paragraph. They are an employee of [name of
company/agency], under contract [full number and TO if applicable] and will be
supporting/are assigned to [name of program/unit]

LAST First National ID Number Position

i.e. Passport /Taskera l.e. Job Title

3. I request they be authorized to carry the following types of weapons:

[List weapon types. E.g., M9, M11, M4, etc. “or equivalent” after a weapon type.]

* Note: A standard pistol (9mm NATO) is the designated self-defense weapon. Any
self-defense request for a standard rifle (5.56 NATO) shall require additional
justification in the next paragraph.

4. Justification [For self- defense / personal protection arming requests: Provide
specific information justifying the requirement to carry a standard weapon. A detailed
and narrowly tailored scope of mission, assessment of the level of risk and security
situation where the individual will operate, a description of the geographic area of
operation, the expected duration of the mission, and the frequency that the member
travels outside of US/NATO agreed facilities and areas.]

5. Movement control [Indicate how off —base movement will be coordinated with the
US military, including the likelihood of any difficulties in identification of contractors
by members of the US Armed Forces. A standard written policy may be cited.]

6. Communication Plan [Describe how communications will be utilized and what
assistance will be provided should contractors become engaged in hostile situations.
Also how threat information will be shared between contractor and U.S. military
forces. A standard written policy may be cited.]





7. Background Investigation [The Company is required to conduct a background
check on each employee - this data needs to be provided to the Contracting
Officer and screened to RO satisfaction.]

8. [For OCN and LN ONLY] The personnel have been biometrically verified and
vetted against watch list databases.

9. | will ensure all personnel comply with all requirements regarding Afghan
weapons permits.

9. The POC for this request is [list name, phone number and email address].

[NAME OF RO]
[Rank, Service or civilian grade of RO]
[Position: Commanding, Chief, DISO-A]





COMMAND LETTERHEAD/ ADDRESS

YOUR UNIT IDENTIFIER/ DATE
OFFICE SYMBOL

MEMORANDUM FOR RECORD

SUBJECT: Biometric Verifications for Armed Contractor

1. References (ensure use of latest)

a. USCENTCOM Message, 181607ZJAN11, Subject: USCENTCOM Policy and Delegation of
Authority for Personal Protection and Contract Security Service Arming of DoD Civilian
Personnel

b. (U) USFOR-A FRAGO 15-XXX, Directs the Arming Authorization Process, DTG

2. All local national and other country national personnel listed below for contract number
[contract number] have been fully enrolled and vetted against the Biometric Enabled Watch List.

Name(Last,First, Ml) PP or Taskera GUID or SEEK File Name

3. My point of contact for this memorandum is (List name, phone and e-mail address)

NAME
Rank and branch or civilian grade
Position

PLEASE SIGN USING CAC CARD DIGITAL SIGNATURE.





UNCLASSIFIED//FOUO

RULES FOR THE USE OF FORCE TRAINING

1. CONTRACTORS: Are noncombatants, you may not engage in offensive
operations with Coalition Forces. You always retain your ability to exercise
self-defense against hostile acts or demonstrated hostile intent.

2. CONTRACTED SECURITY FORCES: Cooperate with Coalition and Afghan
Police/Security Forces and comply with theater force protection policies. Do not
avoid or run Coalition or Afghan Police/Security Force checkpoints. If authorized

to carry weapons, do not aim them at Coalition or Afghan Police/Security Forces.

3. USE OF DEADLY FORCE: Deadly force is that force, which one reasonably
believes will cause death or serious bodily harm. You may use NECESSARY
FORCE, up to and including deadly force, against persons in the following
circumstances:

- In self-defense

- In defense of facilities and persons as specified in your contract

- To prevent life threatening offenses against civilians

- In defense of Coalition-approved property specified in your contract

4. GRADUATED FORCE: You will use the reasonable amount of force necessary
The following are some techniques you can use, if their use will not
unnecessarily endanger you or others.

- SHOUT; verbal warnings to HALT in native language
(PISH NAH-BE-AH, MAY-ZANAM = STOP OR I'LL SHOOT)
(SALAH PARTO = DROP YOUR WEAPON)

- SHOW; your weapon and demonstrate intent to use it

- SHOQT; to remove the threat only where necessary

RULES FOR THE USE OF FORCE TRAINING

5.1F YOU MUST FIRE YOUR WEAPON:
- Fire only aimed shots
- Fire with due regard for the safety of innocent bystanders
- Immediately report incident and request assistance

6. CIVILIANS: Treat Civilians with Dignity and Respect
- Make every effort to avoid civilian casualties
- You may stop, detain, search, and disarm civilian persons if required for
your safety or if specified in your contract
- Civilians will be treated humanely
- Detained civilians will be tumed over to the Afghan Police/Security or
Coalition Forces as soon as possible

7. WEAPONS POSSESSION AND USE: Possession and use of weapons must
be authorized by USFOR-A and must be specified in your contract
- You must carry proof of weapons authorization
- You will maintain a current weapons training record
- You may possess and use only those weapons and ammunition for which
you are qualified and approved
- You may not join Coalition Forces in combat operations
- You must follow Coalition weapons condition rules for loading and clearing

NOTHING IN THESE RULES LIMITS YOUR INHERENT RIGHT TO TAKE
ACTION NECESSARY TO DEFEND YOUSELF

LAW OF ARMED CONFLICT TRAINING

1. FIGHT ONLY COMBATANTS:
- Use force only when authorized under Rules for Use of Force
- U.S., Coalition and ANSF operate under separate Rules of Engagement and
do not operate under the Rules for Use of Force
- Contractors and civilians do NOT use military Rules of Engagement for Use
of Force decisions

2. TREAT HUMANELY ALL WHO SURRENDER OR ARE CAPTURED:
- No torture or mistreatment
- Immediately turn over to U.S., Coalition or ANSF Forces

3. DO NOT KILL OR TORTURE DETAINED PERSONNEL:
- Once someone can no longer fight, they may not be harmed
- Immediately turn over to U.S., Coalition or ANSF Forces

4, COLLECT AND CARE FOR THE WOUNDED:
- Must treat All wounded equally
- Most seriously injured are treated first
- Proper treatment of the dead (i.e. no booby-trapping, burning or mutilation)

5. DO NOT ATTACK PROTECTED PERSONS AND PROTECTED PLACES:
- You may not participate in offensive operations
- Non-combatants may not be harmed
- Mosques, hospitals, cemeteries and schools are protected

LAW OF ARMED CONFLICT TRAINING

.

DESTROY NO MORE THAN THE MISSION REQUIRES:
- Return fire with aimed fire
- You must limit/eliminate collateral damage to innocent civilians

~

. TREAT ALL CIVILIANS HUMANELY:
- Have respect for customs and culture

d

RESPECT PRIVATE PROPERTY AND POSSESSIONS:
- You may not steal property
- You may not destroy, or threaten to destroy property of others

9. STOP LAW OF WAR VIOLATIONS:
- You have a DUTY to prevent these violations

10. REPORT LAW OF WAR VIOLATIONS:
- You have a DUTY to report Law of War violations to U.S., Coalition or
ANSF Forces, regardless of the party committing them

NOTHING IN THESE RULES LIMITS YOUR INHERENT RIGHT TO TAKE
ACTION NECESSARY TO DEFEND YOUSELF

I understand the Law Of Armed Conflict and Rules for the Use of Force presented above. |
acknowledge that | have received training on the same and have a duty to immediately report any
violations to my first line military supervisor or civilian equivalent.

Signature:

Date:

Printed Name:

UNCLASSIFIED//FOUO

RUF and LOAC Training — Rev. Aug 2010
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UNCLASSIFIED//FOUO

[CONTRACTING COMPANY LETTERHEAD/ADDRESS]

[INSERT DATE]
MEMORANDUM FOR Deputy Commander, Support, U.S. Forces—Afghanistan

SUBJECT: Acknowledgement of Training, Responsibilities, Potential Liability and Conditions for Authorization to
Carry Weapons

1. 1, [Insert MS./MS. FIRST, MI, LAST here] hereby acknowledge by signing the following that:

a. | have been trained on the Rules for the Use of Force (RUF), Rules of Engagement (ROE), and the differences
between the two. In particular, 1 understand that ROE are only for military use and that under no circumstances will |
use ROE for use of force decisions. | have also been trained on rules for the use of deadly force. | further
acknowledge that the use of a firearm creates a potential for criminal and civil liability under U.S./Host Nation laws
for both me and for my employer, subject to the current status of forces agreement and international laws.

b. I have been trained on the Law of Armed Conflict to include the proper treatment of noncombatants. |
understand that | must comply with the provisions of the Geneva Convention relative to the treatment of the sick and
injured, prisoner of war, and civilians.

c. I have been trained and certified to U.S. Government standards on the use of the requested weapon(s).

d. The above training requirements are valid for 12 months from the date of training. A lapse in the training
requirements will automatically invalidate arming authorization.

e. lunderstand the requirement to report use of force, including, but not limited to, weapons discharges, deaths or
injuries, destruction of property, lethal and non-lethal active responses to attacks, potential violations of the laws of
war, and any other incidents to my first line military supervisor or civilian equivalent.

f. Twill atall times comply with orders and instructions issued by the U.S. Forces relating to force protection.

g. I amnot disqualified under United States Code (USC) title 18, section 922 from handling a weapon or
ammunition and have separately completed a DD Form 2760.

h. 1 will not be armed if my judgment is impaired by any substance and, if otherwise permissible, I shall not
consume alcohol or judgment-imparining substances within 8 hours before the start of a duty shift during which I am
scheduled to carry a weapon.

i. 1 understand that | must at all times possess proof of authorization to be armed and that | may possess only
those U.S. government issued and/or approved weapons and ammunition that have been authorized for my possession
by the CDR, USFOR-A or his designee.

J- lunderstand the my authorization to carry weapons may be revoked for non-compliance with Department of
Defense requirements or the RUF or may be suspended or revoked during a period of investigation or following an
incident or allegation.

SIGNATURE
[Insert MS./MS. FIRST, MlI, LAST here]

2. As an authorized representative of [Insert company name], | certify that all conditions above regarding eligibility
for arming of this individual have been met. A check of references and background has been conducted and supplied
to the COR to further support the suitability of this individual to be armed in performance of this contract. Should any
disqualifying conditions or actions be discovered, we will immediately take action to disarm and detain the individual
as appropriate and notify the COR and the USFOR-A ACOD. | understand that use of weapons by our employee
could subject the company and its representatives to United States and Host Nation prosecution and civil liability.

SIGNATURE

Must be signed by PRIME CONTRACTOR [Insert MS./MS. FIRST, MI, LAST here]
and by all levels of employing SUBCONTRACTO [InsertTitIe here] ’ ’

[Insert Company Name here]
UNCLASSIFIED//FOUO

Acknowledgement of Training, Responsibilities
and Liability — Rev. June 2011
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QUALIFICATION TO POSSESS FIREARMS OR AMMUNITION

PRIVACY ACT STATEMENT
AUTHORITY: 18 U.S.C. 922(g)(9); E.O, 9397,

PRINCIPAL PURPOSE(S): To obtain information to determine if you have been convicted of a crime of domestic violence which would
disqualify you from shipping, transporting, possessing or receiving either Government-issued or private firearms or ammunition and to determine
if reassignment, reclassification, detail or other administrative action is warranted. Your Social Security Number is solicited solely for purposes
of verifying your identity.

ROUTINE USE(S): To the Department of Justice so that such information can be included in the Mational Instant Criminal Background Check
System which may be used by firearm licensees [importers, manufacturers or dealers) to determine whether individuals are qualified to receive
or possess firearms and ammunition,

DISCLOSURE: Mandatory for all personnel who are required to certify. Failure to provide the information may result in (1) (military only) the
imposition of criminal or administrative penalties for failing to obey a lawful order, and (2] (civilian only] the imposition of administrative
penalties, to include remowval from Federal service. However, neither your answers nor information or evidence gained by reason of your
answers can be used against you in any criminal prosecution for a violation of Title 18, United States Code, Section 922(g)(9), including
(military only} prosecutions under the Uniform Code of Military Justice, based on a wolatmn of Section 922[13][9} for conduct which occurred
prior to the completion of this form. The answers you furnish and any information resulting therefrom, however, may be used against you in a
criminal or administrative proceedings if you knowingly and willfully provide false statements or information.

SECTION | - INSTRUCTIONS

An amendment to the Gun Control Act of 1968 (18 U.5.C. {c) a person who was cohabiting with or has cohabited with the
922) makes it a felony for anyone who has been convicted of victim as a spouse, parent, or guardian, or
a misdemeanar crime of domestic violence to ship, transport, {d) a person who was similarly situated to a spouse, parent, or
possess, or receive firearms or ammunition. It is also a felony for guardian of the victim;
any person to sell or otherwise dispose of a firearm to any person
50 convicted. (4) the convicted offender was represented by counsel, or knowingly

and intelligently waived the right to counsel;
The Department of Defense has, by policy, expanded the

prohibitions contained in Title 18 Section 922(g){9] to those (8] if entitled to have the case tried by jury, the case was actually tried
military or civilian personnel who have felony convictions for by jury or the person knowingly and intelligently waived the right to
crimes of domestic violence. Convictions of crimes of domestic have the case tried by jury;

violence do not include summary court-martial conwvictions, the

imposition of nonjudicial punishment (Article 15, UCMJ), or {G) the conviction has not been expunged or set aside, or the convicted
deferred prosecutions [or similar alternative dispositions) in civilian offender has not been pardoned for the offense or had civil rights
courts. Furthermore, a person shall not be considered as having restored, unless the pardon, expungement, or restoration of civil
committed a "crime of domestic violence" for purposes of the rights provides that the person may not ship, transport, possess or
firearms restriction of the Gun Control Act unless all of the receive firearms.

following elements are present:
If you have ever received a domestic violence conviction: (1) you

(1) the person was convicted of a crime; may not possess any firearm or ammunition; and (2) you must return any
Government-issued firearm or ammunition to your commander or
(2) the offense has as its factual basis the use or attempted use immediate supervisor; and (3] you must take steps to relinquish
of physical force, or threatened use of a deadly weapon; possession of any privately owned firearms or ammunition. Furthermore,
any previously issued authorization to possess a firearm or ammunition is
(3) the convicted offender was at the time of the offense: revoked.
(a) a current or former spouse, parent or guardian of the If you have any questions, or you are uncertain if you have such a
wictim, conviction, you may wish to contact a |egal assistance attorney, if
(b) a person with whom the victim shared a child in commen, eligible, or a private attorney, at your own expensa,

SECTION Il - QUALIFICATION INQUIRY (Complete and refurn to yvour commander or immediate supervisor within 10 days of receipt]

1. HAVE YOU EVER BEEN CONVICTED OF A CRIME OF DOMESTIC VIOLENCE AS DESCRIBED ABOVE: (initial and datel

| DON'T KNOW (FProvide

YES NO B
explanation on reverse)

2. IF YOU ANSWERED "YES" TO THE FIRST QUESTION, PROVIDE THE FOLLOWING INFORMATION WITH RESPECT TO THE CONVICTION:

a. COURT/JURISDICTION b. DOCKET/CASE NUMEER

Circle either YES, NO, or | DON'T KNOW
and provide initials and date within the box

c. STATUTE/CHARGE of the answer selected. d. DATE SENTENCED (¥YYYYMMDD)

3. CERTIFICATION. | hereby certify that, to the best of my information and belief, all of the infoarmation provided by me is true, correct,
complete, and made in good faith, | understand that false or fraudulent information provided herein may be grounds for criminal and/or
administrative proceedings, to include (if civilian) adverse action, up to and including removal, and (if military) disciplinary action under the
Uniform Code of Military Justice. | further understand that | have a continuing obligation to inform my Commander or Supervisor should |
be convicted of a crime of domestic vialence in the future,

a. NAME (Last, First, Middle Initial) b. RANK/GRADE ¢. SOCIAL SECURITY NUMBER
d. ORGANIZATION e, SIGNATURE f. DATE SIGNED
(¥YYYYMMDD)

DD FORM 2760, DEC 2002 PREVIOUS EDITION IS OBSOLETE. Adabe Professional 7.0






LETTER OF AUTHORIZATION DATE OF REQUEST ':
NOT VALID WITHOUT PHOTO ID 8/6/2014 ,
REQUIRING ACTIVITY GOVT AUTHORITY POC |GOVT AUTHORITY POC PHONE |(GOVT AUTHORITY POC EMAIL i
Department of Defense Jane K Doe 1234567830 Jane doe@us.af mil |
NAME (Last, First, Middle) SSN/DODID FIN/UID DATE OF BIRTH
Wayne, John M XXx-%x-1101 1/28/1972
EMAIL CITIZENSHIP PASSPORT #/ EXPIRATION [
wayne john999.ctr@mail.mil United States 123456789 / 9/15/2015 NINAPP or
THEATER EMAIL DEPLOYMENT PERIOD START |DEPLOYMENT PERIOD END Taskera
brando.marlin.999.ctr@mail.mil 8/4/2014 8/4/2015
COMPANY (full name)/Prime or Subcontractor |
Hewlett Packard / Prime Liability must be signed by PRIME and all levels of employing Subcontractors
COMPANY POC COMPANY POC TELEPHONE COMPANY POC EMAIL
Hanks, Tom 1234567890 hanks tom 999 ctr@mail mil
CONTRACT NUMBER/ TASK ORDER  |CONTRACT / TO START DATE [CONTRACT/TO END DATE CONTRACT ISSUING AGENCY
HHM402-13-C-0042/None 8/4/2014 8/4/2015 Dept. of Defense
ASSIGNED KO ASSIGNED KO TELEPHONE ASSIGNED KO EMAIL
Jane K Doe 1234567890 Jane.doe@us. af mil
IN-THEATER CONTACT CONTACT'S PHONE CONTACT'S EMAIL
Marlin, Brando 1234567890 brando.marlin. 899 ctr@mail. mil
COUNTRIES TO BE VISITED CONTRACTOR STATUS i
Afghanistan, United Arab Emirates WEAPON mustbe  Bcaar  [CInon-caar
Arming authorization is.by country - not by AOR checked AUTHORIZED GOVERNMENT SERVICES*
PURPOSE : XAwearon- [ ] MILITARY ISSUED CLOTHING
Techrical collecion agd SENES MeiLeTinG [_|MILITARY ISSUED EQUIPMENT
L. B CAC L_IMWR FACILITIES
Be descriptive w/deployment purpose - this impacts MiocaL access BabGE [IMILITARY EXCHANGE
ability to be armed CJoinine FaciLITY (OFAC) [ ]commissary
EGOV'T FURNISHED MEALS (GFM)} LIMILITARY BANKING
APOIFPO/POSTAL SERVICES |_IEXCESS BAGGAGE
COMPANY BILL R S Cloipcomatic post ofrice (opoy Clmiair
1234 James Street PRIMARY CARE*** L_| TRANSPORTATION (other than MILAIR)
: OTHER (SEE REMARKS FIELD) L_INONE
Anytown, Vermont - 12345
United States NUMBER OF AGS ITEMS CHECKED: 3

*Authorized Government Services does not necessarily mean that the Government provides these services to
contractors on a noen-reimbursable basis. For certain categories of authorized services, the contractor may be
required to reimburse the government IAW applicable Federal, DOD or COCOM regulations/policies and/or the
contract terms and conditions. The indicated Authorized Government Services on this LOA are only applicable
for the designated countries to be visited during the deployment; howeuver, if the services vary between
countries, the contracting officer shall specify which services may be authorized in each country. If the country
to be visited has a Status of Forces Agreement (SOFA) in place that governs the categories of services
to be authorized, then the terms of the SOFA take precedence over the terms of this LOA.

*Combatant Commander (CCDR) authorization is required IAW FAR Clause 52.225-26 in order for a contractor
to be authorized to carry a weapon.USCENTCOM has delegated arming authority to USFOR-A for Afghanistan

***Resuscitative/Emergency Care is the default level of care. Unless specifically negotiated in the contract, ALL
medical care is reimbursable to the U.S. Government.

The government organization specified above, in its mission support capacity under the contract, authorizes the
individual employee identified herein, to proceed to the location(s) listed for the designated deployment period
set forth above. Upon completion of the mission, the employee will return to the point of origin.

T

EHOPRJ
use latest LOA number - provide updated copy if new LOA issued
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Name: Wayne, John M SSN/DODID: xxx-xx-1101

LOA REMARKS

Contracting Officer

Signature

x spot dmde mil
Spot. d md C . m I I en=spol.dmdc mil,c=US 0=U.8, Government,ou=0SD

2014.08.06 11:43:13-04,00

Print Name Signed by the SPOT System on behalf of Jane K Doe

Email
Date

Phone

Jane.doe@us.af.mil

8/6/2014

1234567890

RN

*EHOPRJ
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Must have RANGE Location

RECORD FIRING SCORECARD -- KNOWN DISTANCE COURSE
For use of this form see FM 3-22.9; the proponent agency is TRADOC,

ID CODE UNIT DATE (YYYYMMOD) EVALUATOR'S ID CODE
TABLE 1 TABLE 2 TABLE 3
PRONE SUPPORTED OR FOXHOLE SUPPORTED FIRING POSITION PRONE UNSUPPORTED FIRING POSITION KNEELING FIRING POSITION
(TIME: 120 SECONDS) (TIME: 60 SECONDS) (TIME: 60 SECONDS)
RANGE RANGE RANGE RANGE
RD m) HIT MISS RD m) HIT MISS RD m HIT MISS RD ) HIT MISS
! [ 1 [ [] 1 [ L] 1 [ L]
2 [ 12 [ L] 2 ] 2 L] ]
3 [ 13 [ [] 3 O [] 3 ] []
4 300 14 300 F) 300 4 300
5 [ ] [ ] 15 [] [] 5 [l [ ] 5 ] [ ]
6§ E-SIL [ ] [ ] 16 E-SIL [] [] B E-SIL [l [ ] 6 F-SIL ] [ ]
7 [] [ 17 ] ] 7 ] [] 7 ] []
8 ] [ 18 [ L] g ] 8 L] ]
g L1 Ll 18 [ [ s L] L] 5 [ L]
10 [ [] 20 [] [] 10 [] 10 ] []
TOTAL TOTAL TOTAL TOTAL
SCORE QUALIFICATION SCORE RATINGS (Check One) LIGHT WIND
TABLE HIT MISS | NOFIRE
1 [ ] 38-40—ExXPERT [ ] 25-32- MARKSMAN
2
3 D 33-37 — SHARPSHOOTER D 25 AND BELOW — UNQUALIFIED
FIRER'S QUALIFICATION SCORE
MIGHT FIRE EXERCISE
DATE (¥Y¥YAMMDD) HIT Miss GO NO GO ZERC
' - THE FIRER WILL BE ISSUED 40
ROUNDS. THE ROUNDS WILL BE
PRELOADED IN FOUR 10-ROUND ELEV
CBRN FIRE EXERCISE MAGAZINES - TWO FOR TABLE 1,
OME FOR EACH REMAINING
DATE [YY¥¥YMMDD) HIT MISS GO NO GO TABLE.
— — WIND
SCORER'S INITIALS gy DATE INITIALED (¥YYYMMDD)
OFFICERSINTALS g Require Full Name DATE INITIALED (¥ Y ¥ YMMDD)
DA FORM 5789-R, JAN 2011 PREVIOUS EDITIONS ARE OBSOLETE. Page 10f 2

This torm Is being

provided

as an example of an acceptable

format

APD LC v ODES
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Must have RANGE Location

RECORD FIRING SCORECARD -- SCALED TARGET ALTERNATE COURSE
For use of this form, see FM 3-22.9; the proponent agency is TRADOC.

ID CODE (NOT SSN) UNIT DATE (¥YYYMMDD) EVALUATOR'S ID CODE (NOT SSN)
TABLE 1 TABLE 2 TABLE 3
PROMNE SUPPORTED OR FOXHOLE SUPPORTED FIRING POSITION PRONE UNSUPPORTED FIRING POSITION KNEELING FIRING POSITION
{TIME: 120 SECONDS) {TIME: 60 SECONDS) (TIME: 0 SECONDS)
RANGE . RANGE oo RANGE . RANGE e
RD ps HIT MISS RD m) HIT MISS RD ) HIT MISS RD m) HIT MISS
1 300 ] [] 11 150 ] | 1 300 [] | 1 150 [] |
2 300 ] [] 12 150 [] ] 2 250 [ ] ] 2 150 [ ] []
3 250 [] [] 13 100 [] ] 3 200 3 100 ]
4 250 | [] 14 100 4 200 ] 4 100 []
5 200 | [] 15 100 5 150 [ 1 5 100 ]
5 200 [] [] 18 100 [ [l 5 150 [ | 5 100 ] [l
7 200 [] ] 17 100 [ ] 7 100 [ ] 7 100 [] ]
3 200 [] ] 18 100 [ ] 3 100 [ ] 8 100 [] ]
9 150 [] [] 19 50 [ ] 9 100 | 9 50 [] ]
10 150 [] 20 50 10 50 ] 10 50 ]
TOTAL TOTAL TOTAL TOTAL
SCORE QUALIFICATION SCORE RATINGS (Check One}
TABLE HIT MISS | MOFIRE FIRER ISSUED 40 ROUNDS TO ENGAGE 10
1 ‘ o - TARGETS. THE ROUNDS WILL BE
36-40 — EXPERT 23-29 — MARKSMAN
— D D . PRELOADED IN ONE 20-ROUND MAGAZINE
< FOR TABLE 1, ONE 10-ROUND MAGAZINE
3 FOR TABLE 2, AND ONE 10-ROUND
MAGAZINE FOR TABLE 3.

FIRER'S QUALIFICATION SCORE

D 30-35 — SHARPSHOOTER

[]

22 AND BELOW — UNQUALIFIED

HIGHT FIRE EXERCISE

DATE(¥YY¥MMDD) HIT MISS GO MO GO
BRHN FIRE EXERCISE

DATE(¥YY¥MMDD) HIT MISS GO MO GO

REMARKS

SCORER'S INITIALS

DATE INITIALED ('Y YMMOD)

E5
Require Full Name
OFFICER'S INITIALS - DATE INITIALED [ YYYYMMDLD)
DA FORM 5790-R, JAN 2011 PREVIOUS EDITIONS ARE OBSOLETE. Page 1 of 2
APD LC vI.ODES
This ftorm 1Is belng prowded as an example of an acceptable format
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Background Check Verification Letter

1. This is to confirm that the below listed employee with Agency/Company at
location primary work base in Afghanistan has successfully completed a
thorough background check.

2. Describe background investigation (Free Text)

a. Background must, at a minimum, include verifying criminal history records
with local afghan police or national directorate for security, Interpol,
Country of Origin, (FBI/CIA or equivalent records systems).

b. In the case of local nationals- also obtaining letters of reference from
village elders.

Last Name ,First Name Contract # National ID Number | Date Cleared

3. If the applicant has a security clearance issued by a United States Government
agency including but not limited to the Department of Defense (DoD), the
Department of Homeland Security (DHS), or Office of Personnel Management
(OPM), it should be listed by the applicants name below.

Last Name ,First Name MI | Clearance | Agency Granted Date Granted

4. The RO is responsible for retaining background investigation information during
the period of employment of the contractor and for a minimum of twelve months
following completion/termination of the contract. RO may designate KO/COR to
do this, but is ultimately responsible.

Contractor point of contact for this memorandum is (name, phone and e-mail address)

<

NAME
Position (Rank and branch or civilian grade)

My point of contact for this memorandum is (List name, phone and e-mail address)

>

NAME
Rank and branch or civilian grade
Position










ATTACHMENT 4 – BIOMETRIC EQUIPMENT OPERATOR ENROLLMENT PROCEDURES FOR ARMED CONTRACTORS



1.(U) BIOMETRICS (U) Requesting Official will not submit any ETP arming request that has not been biometrically enrolled, and verified/screened. This does not apply to U.S. Citizens.



1.A.(U) Local National and Other Country National Armed Contractors will also be biometrically re-screened quarterly (checked against watch list) per TFBIO guidelines.



1.A.1. (U) CORs will ensure all LN and OCN have a current biometric enrollment and will verify they have been screened against appropriate watch-list databases. 

1.A.2. (U) Biometric screening against watch-list databases may be conducted by military or DOD civilian third-parties and verified by the COR. Examples of third parties may be security forces, CI groups, or Task Force Biometrics. 

1.A.3. (U) Task Force Biometrics (TF BIO) is the SME on biometrics in CJOA. They can be contacted to assist and direct CORs to resources in all related tasks; enrolling, screening and obtaining access.

1.A.4. (U) Results and complete identification, name, passport/Taskera and global unique identification number (GUID) must be submitted with arming packet. See Attachment 3

[bookmark: _GoBack]1.A.5. (U) TFBIO may be reached at TFBIOBEI@AFGHAN.SWA.ARMY. MIL; TFBIOMETRICSINTEL@AFGHAN.SWA.ARMY.MIL.



2. (U) These are additional tasks to enrollment procedures described by task force biometrics courseware.

2.A. (U) Biometric equipment operators will perform armed contractor biometric enrollments on a biometric automated toolset (BAT) or handheld interagency identity detection equipment (HIIDE) system. If BAT/HIIDE systems are unavailable use an alternate system and inform USFOR-A, ACOD of the system used.

2.A.1. (U) Biometrically enroll every LN and OCN.

2.A.2. (U) For purposes of this FRAGO, OCN includes all non-U.S. citizens who are not LNs.

2.A.3. (U) Do not enroll U.S. citizens.



3. (U) Biometric enrollment procedures:

3.A. (U) Contractor will provide interpreters as needed during biometric enrollments to facilitate inputs.

3.B. (U) Ensure LN Afghanistan identification numbers (Taskera) and OCN passport numbers entered into the enrollment biometric database exactly match the number on the individual’s identifying document.

3.C. (U) For BAT/HIIDE enrollments:

3.C.1. (U) The following BAT/HIIDE data fields must be completed for contractual compliance and final arming authorization.

3.C.2. (U) Photograph. The subject’s full face and head must be unobstructed. Hats, sunglasses, and scarves must be removed.

3.C.3. (U) Both iris scans. An iris scan may be skipped if the eye is damaged or missing.

3.C.4. (U) Ten fingerprints. A fingerprint may be skipped if the finger is damaged or missing.

3.C.5. (U) Biographic Screen 1 of 5:

3.C.5.A. (U) For LNs, input the LN’s whole name under “first name.”

3.C.5.A.1. (U) For all others, input the first name under “first name.”

3.C.5.B. (U) For LNs, input the father’s name under “last name.”

3.C.5.B.1. (U) For all others, input the last name under “last name.”

3.C.5.C. (U) Person type.

3.C.5.D. (U) Reason fingerprinted.

3.C.5.E. (U) Date of birth.

3.C.6. (U) Biographic screen 2 of 5:

3.C.6.A. (U) For ID number type:

3.C.6.A.1. (U) Input “Taskera” for LNs.

3.C.6.A.2. (U) Select “passport” from the drop down menu for OCNs.

3.C.6.B. (U) For ID number, input the actual Taskera or passport number exactly as listed on the official document.

3.C.7. (U) Biographics screen 4 of 5:

3.C.8. (U) For comments, input the enrollment site name and company name. Ensure the company’s name is entered, not an employee’s name.

3.C.9. (U) Using BAT, generate an Unclassified/FOUO Excel spreadsheet containing, for each person enrolled, the first and last names, enrollment date, Taskera or passport numbers, and global unit identifier (GUID) as follows:

3.C.9.1. (U) Retrieve GUIDs from the BAT on which the personnel was enrolled.

3.C.9.1.A. (U) Open “biometrics client” on the BAT.

3.C.9.1.B. (U) Go to “file” in the upper left corner.

3.C.9.1.C. (U) Select “open find.”

3.C.9.1.D. (U) Select “person.”

3.C.9.1.E. (U) In the search criteria, select “per-dossier date created.”

3.C.9.1.F. (U) Input the date that the biometric information was downloaded from HIIDE to BAT or the date enrolled on BAT.

3.C.9.1.F.1. (U) In the search criteria, select “Per-Svc ID Number”, “ID Number” and “Comment-Comment.”

3.C.9.1.F.2. (U) Input an asterisk “*” in each of these search fields.

3.C.9.1.G. (U) Select “search.”

3.C.9.1.G.1. (U) Individuals downloaded or enrolled on the date entered will populate.

3.C.9.1.H. (U) Select “export to excel.”

3.C.9.1.H.1. (U) An Excel spreadsheet will list the data stated at 4.C.9. The contractor needs this spreadsheet to meet contractual compliance for final arming authorization.

3.C.9.1.I. (U) If the enrollment site is unable to email the Excel spreadsheet to the contractor, email the same to the COR or to ACOD.

3.D. (U) For secure electronic enrollment kit enrollments:

3.D.1. (U) Perform biometric enrollments on a seek. If seeks are unavailable, coordinate with Task Force Biometrics or Combined Joint Special Operations Task Force for equipment or alternate enrollment site.

3.D.2. (U) A contractor needs the seek file name, a.k.a tracking control number, to meet contractual compliance for final arming authorization.

3.D.3. (U) Provide COR an arming roster with the tracking control number and date of biometric upload following biometric enrollment of armed contractors.




ATTACHMENT 5 – BACKGROUND INVESTIGATION REQUIREMENTS

1. (U) Background Investigations. Only personnel who have successfully completed a thorough background investigation may be authorized to be armed by USFOR-A in CJOA-A.



1. A. (U) Contractors are responsible for performing and documenting a complete background check on each armed contractor employee prior to employment and in anticipation of arming. 



1.A.1 (U) Background checks should include verifying criminal history records with local Afghan police or national directorate for security; Interpol, police in country of origin, FBI/CIA or equivalent records systems, and, for LNs, obtaining letters of reference from village elders.



1.A.2. (U) The contractor will retain background check information during the period of employment under the contract and, for a minimum, of twelve months following completion or termination of the contract. 



1.A.3. (U) Background check information will also be submitted to the KO for all arming requests. 



1.B. (U) KOs may direct additional background investigation if they determines the contractor’s background investigation is inadequate. 



1.B.1 (U) KO will provide background investigation to the RO and the COR as requested for review.



1.C. (U) RO will certify in their ETP request that the background investigation has been reviewed and is sufficient to arm the individual.



1.C.1 (U) A summary of the background investigation must be submitted with the (ETP) arming request. 



1.D.(U) ACOD will review the background summary for completeness and may request a copy of the complete investigation.  



[bookmark: _GoBack]1.E. (U) Security Clearance: Verification of valid U.S. issued security clearance is acceptable for purposes of the background investigation summary. See attachment 3 


ATTACHMENT 6 – COMPLIANCE WITH GIROA LAWS AND PERMITTING



1. (U) All DOD contractors are subject to the criminal and civil jurisdiction of GIRoA.



1.A. (U) All DOD contractors shall be armed in accordance with Afghan laws and must obtain an Afghan weapons permit or appropriate license.



1.A.1. (U) DOD contractors performing duties as outlined below in Afghanistan will be subject to all relevant licensing requirements, including obtaining a weapons permit or license.



1.A.2. (U) Armed security: providing armed security services inside NATO/U.S. agreed facilities and areas. These personnel are restricted to their NATO/U.S. site and may only be armed on duty. AISA license may require separate personnel and weapons listing. 



1.A.3. (U) Self-defense/personal protection arming: contractors who regularly perform their contractual duties outside of agreed facilities and areas in support of NATO/U.S. missions, including the provision of training, advice and assistance to Afghan national security defense forces. Self-Defense arming requires an Afghan weapons permit.

 

2. (U) Afghanistan weapons permit.



2.A. (U) GIRoA Ministry of Interior Counter-Terrorist Directorate (MOICTD) issues weapons permits to DOD contractors armed in accordance with the Security and Defense Cooperation Agreement, also known as the Bilateral Security Agreement (BSA).



2.A.1. (U) The MOICTD will accept applications for weapons permits based on the 2015 USFOR-A issued Arming Authorization Letters.



2.A.2. (U) Applications may be submitted in group or block format.



2.A.3. (U) Applications for weapons permits must include: 

2.A.3.A. 	(U) Letter of introduction from USFOR-A on letterhead

2.A.3.B. (U) Copy of individual contractor Letter of Authorization (LOA)

2.A.3.C. (U) USFOR-A signed Arming Authorization Letter (AAL)

2.A.3.D. (U) Copy of the contractor company’s AISA license

2.A.3.E. (U) Payment for weapons permit

2.A.3.F. (U) Two 4x5 photos

2.A.3.G. (U) Type and serial number list of weapons available for contractors to draw.  



[bookmark: _GoBack]2.A.4. (U) The MOICTD understands that contractors obtain and possess their weapon(s) in performance of their duties when required and may be different each time a weapon(s) is/are drawn.  Therefore, identifying a contractor to a weapon by a specific serial number will not be required. The contractor must be qualified before drawing a different weapon.



2.B. (U) Contractors shall collect and remove their employees’ weapons and weapons permits upon the end of their employees’ mission in Afghanistan, the end of contract, or when requested by competent authority.



3. (U) These procedures are controlled by the Ministry of Interior and GIROA and may be modified by them.  This listing is provided as a starting point for guidance.



3.A. (U) The point of contact for GIROA weapons permits is Senior Advisor Mr. Mark Illg <MARK.R.ILLG@AFGHAN.SWA.ARMY.MIL> SIPR 308-237-1544 EMBASSY NIPR: 237-3912 EXT 7112




ATTACHMENT 7 – SERIOUS INCIDENT REPORTS (SIRS), REPORTING REQUIREMENTS, AND ARMING REVOCATIONS

 

1. (U) Serious Incident Reports (SIR).



1.A. (U) Serious incidents include, but are not limited to: attacks involving small arms fire, improvised explosive devices of any type, complex attacks, rocket-propelled grenades, hand grenades, mines and/or indirect fire.



1.B. (U) Any weapons discharge, with the exception of weapons training or qualification.



1.C. (U) Any events that impact the ability of the armed DOD contractor to accomplish contract or mission requirements, including adverse encounters with U.S., GIRoA or coalition forces shall be considered serious incidents. Examples include road closures, traffic accidents, or any injury to personnel or property. 



1.D. (U) Any events that could create a security risk to the U.S., coalition forces, or GIRoA personnel, including, but not limited to, contract security work stoppage, theft of security weapons vehicles, loss of contract security badges or the absence of contract security guards without leave shall be considered serious incidents. Report the loss of a weapon to the JDOC and JSO.



1.E. (U) Serious incidents also include incidents that could reasonably be expected to attract media attention, embarrass the U.S., GIRoA, or coalition forces or create discontent among LNs/OCNs.  Examples include, but are not limited to, criminal conduct and damage to infrastructure.



2. (U) Requesting Official (RO) responsibilities concerning SIRs.



2.A. (U) RO shall conduct a preliminary inquiry into all SIRs and immediately report/notify the Joint Security Office (JSO), the Armed Contractor Oversight Directorate (ACOD) and the contracting officer (KO). All SIRs that are criminal in nature will be reported to PMO.



2.A.1. (U) This initial notification shall include the following information: incident type, date, time, location, applicable contract or program, names of personnel involved, preliminary casualty assessment, property damage assessment, assets involved (to include weapon types), special services requested (if applicable) and a brief narrative. 



2.B. (U) The RO, JSO, PMO and CID shall determine whether or not further investigation is warranted and if the matter should be referred to the relevant criminal investigative authority.



2.C. (U) Within seven days of the incident, if the RO and JSO have determined that an investigation is warranted, the RO shall forward to the USFOR-A Staff Judge Advocate (SJA) the results of the preliminary inquiry, a copy of the letter appointing an investigative officer and/or a letter indicating that the matter was referred to the relevant criminal investigative authority. Relevant details should be provided to ACOD and to the KO. 



2.D. (U) No later than thirty days from the date of the incident, or twenty days in incidents resulting in serious physical injury or death, the RO shall forward results of their investigation. The report will go to USFOR-A SJA, JSO, ACOD and the KO. The RO will also make a recommendation concerning any corrective or disciplinary action(s) believed to be appropriate.



3. (U) Any investigation that is criminal in nature will also be coordinated with the appropriate law enforcement authority.



3.A. (U) The JSO will assist relevant authorities in reporting to chain of command.



4. (U) ACOD responsibilities concerning SIR.



4.A. (U) ACOD will review and maintain an ACOD copy of all SIRs, to include all documentation received from preliminary, interim and final investigative reports. Such records will be archived with USCENTCOM records after 3 years. 
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4.C. (U) If arming revocation is warranted, ACOD shall submit an arming revocation recommendation memo to the arming authority. The arming authority (USFOR-A or designee) is the sole authority for determining whether or not arming revocation is warranted.



4.C.1. (U) All arming revocations shall be maintained by ACOD.



5. (U) Non-SIR Revocations.



5.A. (U) Arming revocations may be issued for any armed contractor who has committed actions indicating a failure to meet the criteria set forth in this fragmentary order.



5.A.1. (U) These actions include: failing to meet and maintain proper standards and qualification for arming, mishandling weapons, expiration of weapons qualifications, expiration of arming authorizations, failure to maintain a required Afghanistan license or permit (where applicable), or committing any action which jeopardizes the safety and security of the individual, any other personnel and/or government property. 



5.B. (U) RO, KO, and ACOD may also recommend revocations to USFOR-A arming authority, for reasons such as changed circumstances regarding the need of the individual to be armed.



5.C. (U) The Arming Authority remains the sole authority for determining whether or not arming revocation is warranted based on the underlying incident and investigation.



6. (U) Any requested exception of policy waiver of any arming revocation must be endorsed by the first general officer, flag officer or senior executive service official in the supported chain of command.



7.  (U) Nothing in this FRAGO or attachment precludes the RO, JSO or Garrison Commander from securing weapons for safety and security. Securing weapons is not a revocation, it is a temporary situation based on local circumstances. 
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1. (U) ACOD duties.



1.A.(U) Manage Exception to Policy (ETP) arming authorization for contractors.



1.A.1. (U) Maintain ETP arming authorization records and dispose of them pursuant to applicable DOD and USCENTCOM regulations.  Disposal consists of transferring records to USCENTCOM archive records. 



1.B.(U) Provide and maintain a website or processing system to manage exception to policy (ETP) arming requests and track authorized armed contractors during employment period. 



1.B.1.(U) Coordinate a legal review of all ETP arming authorization requests.



1.B.2.(U) Submit all legally sufficient ETP arming requests to Commander USFOR-A, or his designee, currently Deputy Commander–Support (DCDR-S).



1.B.3.(U) Issue the signed authorization, upon approval, to the RO, KO, and COR for distribution to the contractor.



2. (U) ACOD Reports



2.A. (U) Collect an monthly arming roster from each contract with armed personnel. Report should be provided by COR with coordination of the RO.  Use the current roster template or process as directed by ACOD.



2.B (U) Provide a monthly report as required by USCENTCOM to USFOR-A DCDR-S Chief of Staff and USCENTCOM (CCJ3-JSO) and interested parties as outlined in USCENTCOM FRAGO 05-02-007 to OPORD 05-02 Appendix 8 to Annex C, C-8-A-6 paragraph 5 (b). 



2.B.1 (U) USFOR-A and ACOD are specifically exempt the notification requirements of USCENTCOM FRAGO 05-02-007 to OPORD 05-02 Appendix 8 to Annex C, C-8-A-6 paragraph 5 (a), relating to each arming authorization.  



2.C. (U) Provide a quarterly census report to USCENTCOM for ultimate referral to the Deputy Assistant Secretary of Defense (Program Support)- covering a breakout of U.S., Other Country Nationals, and Local Nationals working as Armed Security.



3. (U) Additional ACOD Oversight requirements. 



3.A. (U) Verify RO is fulfilling their responsibilities as related to arming of contractors and, if necessary, notify Commander USFOR-A or his designee of problems and recommending corrective actions.



3.A.1. (U) Verify KO/COR are fulfilling their responsibility related to oversight, vetting, and screening of armed contractors; and if necessary, notify supervisors (Contracting Agency, RO, Program Office) and recommend corrective action. This may include on-site spot checks.



3.A.2. (U) Notify KO, COR, RO (and if needed Contacting Agency and Program Office) of Contractors/Vendors who are not fulfilling their contract responsibilities as relates to arming. 



3.A.3. (U) Recommend to Commander USFOR-A, or his designee, revocation of active arming authorizations for any DOD contractor who should no longer be authorized to carry a weapon. Reasons can be related to not fulfilling contractual requirements related to arming, recommendation of RO or Garrison commanders based on safety, security, or changed local circumstances, or for individual misconduct.  



3.A.4. (U) Recommend prohibition of arming authorization for contractor personnel who are ‘eligible’ on their contact as listed in SPOT.  Prohibition is differs from revocation as it is for personnel who have not requested arming, and is primarily used when unable to determine status via RO/KO/COR. Prohibition is temporary until person is qualified.    



3.B. (U) Review Serious Incident Reports (SIR) involving armed DOD contractors, to include any weapons discharge. The Joint Security Office (JSO) will act as coordinating lead for investigations in CJOA-A 



3.B.1 (U) In the case of any revocation of arming authorization ACOD will maintain the individual’s revocation file. In the event of subsequent arming requests the chain of command will be notified of prior revocation so as to make an informed decision on re-authorization.



3.B.2. (U) Review and maintain a copy of SIRs, revocations, or reports of corrective actions taken for three years.
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1.(U) CAAMS Scope.



1.A.(U) CAAMS functions as an unclassified web secure application automating the submission approval and compliance of exception to policy arming of DoD Contractors in Afghanistan.



1.B.(U) Users of CAAMS include: Contracting Officers (KO), Contracting Officer Representatives (COR), Contractors, Auditors, and the Armed Contractor Oversight Directorate.



1.C.(U) CAAMS is a Government owned and Government Off-The Shelf module under Joint Contingency and Expeditionary Services (JCXS).  

 

2.(U) Registration



2.A.(U) Individual Users establish accounts in JCXS.



2.1.A.(U) After JCXS account, register in CAAMS (a sub module in JCXS)



2.1.B.(U) Request User Role Contractor=Vendor, or KO/COR.



2.1.C. U) User accounts must be associated with particular contracts (contract numbers and vendors are verified by KO).



3. (U) Contractor Workflow.



3.A (U) Contractor selects contract and the individual to be processed for arming request.



3.B.(U) Contract and contractor data should populate from SPOT  but please update data not auto generated.



3.C.(U) Select Weapons types and add date qualified. (This initiates the Contractor’s Request to Arm).



3.D.(U) Upload arming packet documents (NOTE: not the Biometric letter or RO memo).



3.D.1. (U) This will advance packet to the KO/COR – no automatic notification – please notify them.







4. (U) KO/COR Workflow.



4.A. (U) If Applicable, biometrically enroll and screen against watch list (all Non-U.S. Citizens).



4.A.1. (U) Upload the biometric verification letter (signed) into CAAMS – this advances packet to QC.  NOTE: CAAMS should skip this step if contractor is a U.S. Citizen.



4.B. (U) KO/COR perform quality control (QC) to verify the eligibly and training of contractor requesting arming authorization.



4.B.1 (U) Completing QC advances packet to RO.



5. (U) Requesting Official Workflow.



5.A. (U) RO Memo ETP Request:  Based on packet documents received (contractor request) and KO/COR vetting of the documents, and based on the verified need for the person to be armed, draw up the RO Memo (ETP request).



5.B. (U) Upload the RO Memo to CAAMS – this advances packet to ACOD.



6.(U)  ACOD Workflow.



6.A. (U) Spot-check biometrics.



6.B. (U) QC packet for completeness, justifications, and background investigation.



6.C. (U) Update any records. 



6.D. (U) Reject packets – notification to POC on the RO Memo – packet will be placed back into KO/COR queue for QC.



7.(U)  Legal Review.



7.A. (U) SJA will review documents and justifications.



7.B. (U) SJA will reject any requests that are deemed legally insufficient.



7.C. (U)  If legally sufficient, Legal Review letter is signed and uploaded. 

8. (U) Send RO Memo with Legal Review to USFOR-A DCDR-S for approval/signature.



9. (U) Distribute Arming Authorization Letter and upload into CAAMS.



10. (U) CAAMS supports other reporting requirements; tracking contractors, monthly reports, revocations, this functionality is continually upgraded. 



10.A. (U) CAAMS is a new processing system and users are encouraged to submit questions, problems or suggestions for improvement via the online Helpdesk and Feedback button.



10.B. (U)  More detailed instructions and training on CAAMS are available and published separately.



